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21-nj | asyr globallaklan d¢ni2de adaml a
hasiletlenlar. Bu adamlaryR dur mukyny
azaltmagak ° mddrip biljek zerur informasilalara w
gi Reltd2en t ehnglsdgilleanl amymki n-i |l i kl er &
Emma buegaddeRe®slT 2n ©°zar a bagl anyk xkggyn
progresi R 2hl|i mnazmlknlyavedurnlgwlIOlSIgKedlﬂor] én
boTun-a bormr-andakaadlialreweugur dak bol an T ag

|l nformasi kmsk @ammuthehnol ogi T al aryR (1 KT)
Tyllarda Azila we huwak okean fA¢gltgecx
Halkara elekt i ar agat nakhasabatghegrolrek i ye mii tRd e f |
aragata Ky gy R m¢ K d er dylwe maobihardgatndy gnind iTaazyl ar
1,4 miliady T akal amj i 2098y R ortasynda di Re I
de¢nl 2ani R mobil teilreif obharyWnyRi g° htadan
huwak okean sebitine d¢nTani R Internet
gl obal g®39k g?itjeirdem pal bilen gi R zol ak
bazary bardyr.

¢calt tehniki progrigsrilRTfanuwnedassi kK? phger
m¢e mkin-il i gi barada soragy °zlerine be
hazire -enli fdant@enelenfa. ABy@Bda bol uj
I nfor masi on jemgyletiR soragl ary boTl u
dukukygyndan (1 JShDBD) ,heddke TayhH| ig et-2esniirnd
tehnol ogi ki icsteéenl i kl er e w e sebitd?2ki
garamazdan, aragatnaKygyR esasy serikd:eé
kopl ¢giatbeat ypnl ahreynR gealriyet er | i | i gi nden d
Sebiti R dahgowl aug yrucha , esasan hem, adal ar d
°sTdhwl etl erde we deRze -ykalgasy Dboln
Internedi ulanyjylardan @ a n a z y Budlgngiyi & | esasan, ul vy
Takal axloar bir wagtda bolsa sebitd?2ki Kk
ul anyjybdaenyRo®%bagyna eledirler. Gi R
edilikde °sen we °siTan HdartPayjydypghedyar
Sifrlelin deRsizligi TeRip ge-mek- maks
yvkdysady IKTsrgikgt-émsi al yny duoTmutksab2 ge - |
Turtlarda sylasaty ikl2ap d¢zejilere °R
kabul etmek,k adal a-kdkulkj yesasl ary i1kl &p d¢zme
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bl ¢p bevrdenkolsg IKlEemagatynyR pudagynyR we
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g at nak yguamakgerekayr.

Her eket IDBMI Rnelld $mamasynda f. .. her ada
bilimlere esaslanany k d y s a d ymaemunymaidR Kk ¢ nmé lka,r a i kKeR
gatnakmdlkrw® artykma-1ykllamymk d¢oliyn me
bakar nwé&l iy i mler.i gazannbaglamamy mbyir - id
aIdyIHIaaznrklhewraegktedtalerlRKMebblaamaﬂyla T
derej el (kwalifikasiTaly) hen2armenl er
d°retmeklige alratyn ¢ns bermek bilen,
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D°w|©mlandyryKynyR l i derIngri i g1, HEKTZ
sylasaty iklap d¢zegjilere | KT oblastyn
melillexkdirm2ge we amala akyrmaga Kk©°me
ge-irm®ge kdhPizi e kdaky svali z °zbakdak, er
baglanykykly modullardan durTar.

| KT¥ AhOM AzilTa we huwak okean -1 n

( AhOYSI T, ESKATO) bak sebitlelin instit
AziTada we huwak okeéa&r| s ¢mirtaipykdydagyd u rsrms
°s¢kKe der RRew, kadalakdyryjy ik, potensi
al-yal kygynk e%sdynma hemygd abte Thleerkli2 ra g eBb
hal kar a gur amal ar vy, mi | | i hyz blert dak/| :
hyzmatdakl ykda AhOYSI T guramasy | KT ¥
modul |l arynyR der | Turtlarda ul anyl ma.
hemde bolsa h°k¢meti R Tokary we orta de
sebitlelilmrymslcathat bilen regullar es.
gural magyna gol dawy berm2ge bor-IlanTlar,

we al nan IKFinli iRAlhedriitR er i ne u eltemmégindemwe d ¢ K ¢ r

° s maksatlayna T ekdeanykhereketler@ wgrl me gi nden ybar at
Birleken Milletler GuramasynyR Bak Se
AhOYSiIlR herine letiriji sekretary
Noel in Hel zer
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et mek (-in bahalandyryp b aliley funpresesk m¢,
Ak ademiul-amym®l aryny modull ary Jlalykl akd
alyp baryjy alun-ylara °w¢rdi

~

Akademi TanyR bakdaky sekiz modull aryny
sebit bolT un-a (IKT¥)¢xy T @asian ydig&zTmiek! 2@b | ast
potensialy g¢l-lendirmek ¢-in bar bol ar
we t2zelerini gur rjaik porod suens-iaR kde°nrad nae ggient
AROM syTasaty 2hl | ikl ap dezejil eri /
prosesin P oén et mekde °z¢ni R esasy - e
AkademiTalaryR iklerini R bakyhtaKezaehni
mer kezi, dowlet we Terl:. dol andyryk e
bol an sebitlelin w&°miglsll ieno lol eblasggyéian &IT &r
potensial yny ge¢l -l endir mek $ -1 n Ak ade

s¢relTan meselelere alratyn ¢ns berl2n
olary okatmak Toly bilen Takyndan hyzm
-URl ugvgnyurkap alkyny mundan hem bul ank
d¢zmek boTun-a melilnamal ar hem bar.

Ondan -doakbKTY¥ AhROM AkademilTanyR modul
sebitde has wuly auditorila Tetmegini

Tarag edinlar. Sebitlelin we milli A
mat eri al-ganiynykyggPamagkioK méa - Ah OM ©z | KT¥
Wi rtual Akademi Tasyny esasl andiray ( AF
Ak ademi T andssRnsionrokadylymplt f or masy boldepl dur T
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gatnax9Ypgylsard |l awy bolTun-a materiallary

SPJ oén et mek ¢ - 1n niTetlenil en .prakikiVA pr
mysallarT al y Akademi TanyR 2hli modulnlyaRryny
onl alpgétaemek, k°p gezek ul dinenmdi r rkékni §
TeRil elTeter!lididge nal keprillil ewezirpeéler i
|l eksiTalary, okat mak prosesi i gur amak

sin
ygtyl ar nama-l pulldry 2narkde sak !l al ar .
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Akademi TanyR sebit, sebitden dakary v
okadyl magy k°p adamlbamry R uwweapalglygy mana | ar
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u-urymlarynyR we d°wlet pudaklalyn ed:
hyz mdardyamky z ydRe Alkandemi | anyR masl ahatl ar

we mi || i guramal aryR tagallllalneerky ny- iwe
memkin-ilikden peldalanmak islelarin.
gokKant gokmakdan bakga, has wajyp za
il -ilPerighelil er, onuR netijesinde | KT
edaralaryaIRIlay;yrRattdlrna-e5|n|R arasynda
k2amill ekdir mek we Turtlarda re diled T ar

yl al akykl ar bagl akyl dy.

Ondan -dbaa,k gmen bu adaty d?2l syl ahaty m
adaml aryR ©°zgrPirkakemazdagml!l | al aryna afl |
altmak islelarin. Bu kahid Akhtar, Aka
Patrisa Arinto, redaktor; Kristina Ap k u | gol beriji redakt
modul |l arynyR 2hl i awtorl ary we | KT¥ AhC
MenAkademi TanyR | KT oblastynda adam res
IKT-ni ornakdyrmak Tolunda baryé&dlysesmidy aPf acg
ti zI|l ek dKTenmeudk aen maga he melMgtRT peFrmgkR ©°s
maksatl aryna Tké& mméek d e kida Igkilnaeer a yndan um

| KT¥ AhOM Direktory
HeunSuk Ri
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OKUW MODULLARYNY®e TAPGYRY BARADA

H2azirkizaman Amagl umat asyryndao ma g |
Takalyk, i Kk we dyn- alyk kekbimizi

ibl i mler yvkdysadyletio,daftdrd aéynykygks:
hokm¢nde hem bel |l ligii dalr&hadray me KRInidgge me &
bl en h2silTetlendiriumMmdmanBatl pthgkR djaeamd yelt
maglumat we kommunikasion teto | ogi Tal arynyR (1 KT) r

bolmasad a, art makl|l ygyny nygtalar.

Netjedet ut uk d¢nlT a2de hokegmetl er °s ¢ K maks

ecnsleri berTarler. Bu TurtlaryR h°kg¢mes
Tala ykdysadyleti R s edket,orelnsyeRm °ssarssiga In,d e
syl assy K i howes | ¢ékf-ti Rynedy sca-diyd et e gi ri :
ybaratdyr.

MuRa gar amdz doabn,astynda sylasaty ikl ap
bolTan kyn-ylyklary bilen Dbir hatarda,
milli °s¢k maksatlarybiiien thaykanatelp

hem bardyr. Hi - kimi R tanyk d?2| zadyl
syl asat-ylar | KT oblastynda sylasaty i k
obl astynda sylasaty ikl ap dg¢zmesgeibaibtieh
k°pl en- ol arda tehnologilalary i kKl &2p
netijel er.i barada de¢kenjeler Tok.

| KT Akademi TasynyR d°wlet dolandyrykyn)
BMG-yR ¥s¢ ¢k maksatlary ¢-in | nflorgmdsil Taa
bolT un- a-YuAvaikl aokean okuw Merkezi (1 KT
akakdakylar ¢-in i klenilip d¢gzel di

1.1 KT oblastynda sylasaty iklipwe;Zmel
derejelisy |l asat -yl ary;

2. IKT-ni ulanmaga esaslanan maksatnamalaryld % @ me k we oOr nakt

¢-1n jogapk?r d°wlet wezipeli adaml a
3.D° wl et sektoryNnyRNIKT serikdel erin
ul anmaga ymtyllan |l ol bak-yl ary.
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MODUL 6

I nformasion asyrda informasilide godalsma
kesgitlel?&n adamlara informasion-dhowps.
i nformasilanyR it gi si we i nformasil a
nahil. hereketl eri kabul etmelidigi b a
howpsuzl ygyiR goemrweR | iprobl emal ary we u
howpsuzl yk bolun-a strategilany emel e

de¢kenjeleri berl 2r

MODULY®e MAKSATLARY

Bu modul akakdaky maksatlary nilTet edin

1. Informasion howpsuzly y, Rconfidensiallgyy Rons e p s iveaolamr y ny
bilen bagldrgwdgdkgmpkl er i

2.l nformasi on howpsuzlyga howpl ara we
usullaryna seretmek;

3.l nformasi on howpsuzlygyR sylasatyny
talaplary, hend e bol sa 1 nformasion howpsuz
si klini ara alyp masl ahatl akmak;

4.1 nf or mas n howpsuzl yk boTun-a kabi

I O
tarapyndaniNndIoarmyalsTia)m howpsuzl yk we
goramak bolun-a bar bolan standartl a

OKATMAGYe NETI JELERI

Moduly °wrenmeg:i tamaml anl aryndan soRr a
1.Informasion,howpsuzlygyR, konfydensi
d¢kenjeleri R kesgitl emesi ni ber megi ;

2. Informasion howpsuzlyga howplaigentifisirlemegi;

Modul 6 Informasiont or | aTyn howpsuzlygy we kahsy durmukyR el deg
11



rmasion howpsuzyk we Kahsy magl
dartl ary nukdal nazaryndan bar
satyna baha bermegi ;

n n —
< —+ 3>
—lg) —h
® S5 O
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1.0 INFORMASIONHOWP SUZLYGY e GEREKLI GI

Bu b°l ¢smi R meseleleri
T 1 nformasi Tl a hwewnpsnufzolrynka sd ¢okng nj el e
Y1 nformasion howpsuzlyk bolun-a |

Bu g¢nl

er adamyR dur mukikasiionf ot enlas ® lo o
(1 KT) g ¢ |
h

-1 bagl ydyry. weu Tainfchmasiasrryy , w

ulgam ar a aker-ili k (doew¢gp a-makl yk), K i
Taly he¢jemlealdegd@nrd&lnandoywk T agdalyna e
adaml ar we guramal ar bu hil | he¢j ¢ mle
el edi r | e tler informdSiokksomemuni kasi on infrastruk

i nformasion howpsuzlyga howpl ardan gor

~

howpsuzlygy ¢pjén etmekde mehegm roly ol

1.1 I nformasion howpsuzlykda esasy dg¢k

Al nf or ma<giniiacaRd2adl ar ?

Adat-a, informasila akyl Tetirik ikler
mat eri al da | °ne¢egmdir o | kop-¢liklelin
ge-irilTar, | KT obl astynda informasi
magluma | ary galtadan ikl emegi R, mani pul ir
durTar.

|l nf ormasi on howpsuzl yiekkobwashyhagnidef &k

onuR gokma-a gymmaty bar,! Bwmoduled?? pl i
informasi Il mayRowehowp s ul80/IEQ 3760 Istaradriétaa r a

getirilen kesgitl emesi ulanyl Tar.

Il nformasilTa bu ge¢nler berilT2an baha
jemgyTlete g e --de] ahyrkyi mpiijede,i n fhoermm& sickai ri | e
jemgyl et @i ge-bialreanddai kal atl yk edlar. Obe
mehem aktiw bdadl2npndurrinadredynmegi R Tokary

! http://www.icgrp.ru/docsl/list/standards/iso27001/ )
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konkur ent artykma-lyga eledi. | ndustr.i
esasy faktory ka,pnet e RyR t gt & I y k Ineersye |
Bilimlere we informasila g°n¢kdiril en
bolup durflar, informasilTany Tygnamak,
i slendi k Turda konkurent artykma-1lygy b

Perspektiwal at gRi Rar gysnanatajkmdamasi on akt

gy mmat yna s¢lT kendi gi sebapl i I nf or ma
artlar.-indEHBIBar bol anl ar a gor @ i nfor
bahal an d-gjirtablisdda informagion we material resd ar y Rlakar as vy r
tapawutl ar getirilTar.
Tablisa 1. | nf or masi on we materi al res
H2asi Tl e Informasion aktiwler Material aktiwler
nykan.|
Formany Fi zi ki gerng¢itFi zi ki go°rng¢KkK
(g°rne¢keltg2p bilerl ¢
saklamak
GymmatyBirlexxdiril en¢Umumy gy mma
hemi kelli Kkl eni |l ende Iresursl aryR
dal di gilal ynTar jemi bolup du
Bilelikde | nf or masi on Galtadan dor g
ulanmak -2kl endiril medd2l dir galt 4

me mki ndir ajlaktiwleriR gy

bilelikde ulanyp bilerler
Aragat nAragatnakyk ¥zbakdak el ti
seri kdek?®°megi bilen ¢g°rn¢kine | afl}
baglylyk
1nji tablisada g°rkezilixki Taly, I nf or
tapawutl anTarl ar . kel lelikde, i nf or ma
g°rn¢kKl erinden gowkak goralandyrl ar.

|l nf ormasi on resurslar babatynda t°%°wekge

Infformasb n akti wl eri R gy mmaltiyngda nalratriyaRn diy my!
el l eterl wdonky adg®°nraekg- i | i kde s drifolmasioa k i s
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akti wl eri der i maksatl ar ¢, - I nhemdea n ma k
kabirleri ol arlpi liesnl eedéeke meskul fairn t ag
SoRkulara d°we¢p a-mak, komplTuter pirat.|
I nfor masi on ul gaml ar vy welran et mek
I nformati zirl emek prosesi bi |l ikler boi | el i
modulryjRi 2b°l ¢minde seredillTarler.

I nformasickairilen gur kawyR negatiw as,|
al Tarl ar:

Anonimlilik bilen baglylykda eftiKKiI d? |
anonimliligi sakl amak?abtrrnadbmhgt ypg-bhn
jenalat-ylykly ©°z¢niii ndloy pnabikaainaaymagy K o |
TeRill.ekdirTar

ETe-ilik we informasilany dol anidyr mak
informatizasiTanyR Talramagy bil en |
soraglarynyR -Tydxerymlaaridaharnr . Mesel em
hoke¢meti 0 gurmagyR -2klerinde hoke¢gmet | e
bazasyny gurmagaeby’rpltl‘y;hﬁamdyahayyiBforma
kahsl ara alan edilende Kahsy dur muxka
hakynda ynjalykyZyk bildirdiler.

Synpl aseyRl urtlaryR arasynda I nformasi o
el Teterlilik awaiiun-Ba | iamea/tianpf or masi 1T a
jemgyletlerde bar bolan informasion akt
bil er ¥sen ilTluany ar°ngdmf omrakadamd e g ox anta
informasilany we girdeji niBedlltaagdan, - i n
informasion taldan garyp Turtlar di Re
gel meky ¢mahaubgolumlaryna mata-dirler

Ha zir ki zaman torl ary zerarly emel e

goralmazlygyi ¥z ©°s¢kinde bilime/informasila
jemgyl et b&lupnddgh&are. bitewi tora bagl e
belegind2aki gowkaklyklaryR toruR gal an
aRl adl ar .
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Informasionhowpsuzl yk n2ma2ni aRIladlar?

~

I nformasilany bikanun almak tagallal ar)
bilen bagly jenaldil @ruyRi°ARdgnij eanlarhak | &
zyl anynyni mii r 1 emek ¢4 anButntognasiothavpsaztyly g o

atlandyryl |l ar.

honekel aldanyRda, i nformasi on howpsu

ykrar edl2r we ony goralar.

Informasionhowpsuzl-sigyR 4D

I nformasi on hsiivps uzd grgy Ri mfDor masi T a, Do
wagt we Dogryg ° r r(dkRInghl; te¢ r kK mBogry).e 4D-e gezeg-il
I nf or masi nyR gymmat!l ylygyny gol damag)

bol up dur

T an
| ar

Right Information Right People

Maintaining the accuracy and Only available to authorized
completeness of information . . individuals

Right Time

Provide information in right Accessible and usable upon
format demand

Surat 1. | nf or mas-sion howpsuzlyg
ADogry informalsadyR® anyikdfygrymas enei kddl, u
i nformasil anyR K¢bhesi zIl i gini (bitewil
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nDogry adamlar o i nformasilanyR di Re yg
g°z °R¢ne getirlar, bu konfidensiall ygy
AibDogry wagto yegtwuftany®&ndtyalydbayn bol un-
el leterliligine, ony ulanmagyR oRallyd
el leterlili.gi kepill endirl?ar

iDogry ghAfogmasilany gerekli formatda h
I nformasi on howpsirzilny gy® retpjQ ndoegrme kul at
i nformasil a bil en I kKl eni |l ende konfi de.l
berjal edaRIlnmedliari.gi n

I nformasion howpsuzl yk informlaesigolnar’ayklét
gowkak goralenddgegirdleiri hewpd ara aldyR d
edl2Bu t°wekgellikleri g onii surakikformasiok m¢ n d -
resurslaryR we t°wekgellikleri R arasynd
Modul 6 Informasiont or | aTyn howpsuzlygy we kahsy durmukyR el deg
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exploit
Threat Vulnerability

reduce
Management

increase

Security
requirement

Asset value

Surat 2. T°wekgellik bilen inform
arasyndaky ©°zara baglanykyk

Towekgell ik aktiwleriR gymmatynyR, h
f

0
esasynda kesgitlenilTar. ku akakdaky (o

Towek geAkitiikwd eri R gymmaty, Howplar, Gow

Towekgel ik aktiwle[iR gy mmat yna, how,|
proporsionaldyr. kellelikde, aktiwler.i
goralanlygyR ©°1 -eglerini mani pulida |l e mel
azaldylyp bilnerri. dBoul amUYwe kngagly Ri kelseas yn
bilner.

Towekgellikleri dolandyrmagyR ku akakda
Towekgel ligi peseltmek (7t °bwe k ghedb-laing i

howpl aryR/ gowkak goralanlygyR 2htimall
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bol amdianel el etirilT2r. Bu howpa woarygowk a
(,tgetmegldaTaazaItmagy we gar kayl ad varkmyar gnaR) y -
°R¢nde tutlar. MuRa garamazdan, t ©wekge
nula -enl.i azaltmalar

T° we kgy kabul etmek 7 b u h-daan ho p|al‘y~lf\’/90WKak
dhtimall yegy mpmds,rylRemhti mal-da 2lsolri barzer
r

bol anda | erine letirill?
T°wekge|Ilg'iegegcéelt?nwkkgelli4dagay~tu~yafnaky1
gzeg-géi gk IRi seri kdel erini tall arl ame
t°wekgell ik guramanyR -2kl erinde dack
al mak mysallaryR biri bolup durTar

T°wekgepbghbrhdenegerdle howpl ar we gowkak g:¢

m¢emkin we olaryR t2siri hem adatdan
t°>wekgel l i kden autsorsing l ol vy bil en,
galtadan ikl emegi R we i1 Kg?2rler dgrgze mi ni
Towekgell ikl eri dol andyr magyR bu-njid°rt
suratda g°rkezilendir. Bu suratda nlo
bel gil i -%rlek t°wekgelligi kabul et meg
we N40 bel gili -2rl ek t°wekgelli kden ga
A
H
Possibility of
threats/
vulnerabilities ® @
L .
L impact H
Surat 3. T°wekgellikleri dol andyr
Modul 6 Informasiont or | aTyn howpsuzlygy we kahsy durmukyR el deg
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Towekgell ikl eri dol andyrmagyR degi KI i

esasy seredil mel i zat boluptodvvuerkTgaerIqu
peseltmek, k abuldaetomedka,n ggea--iar ndewkr maak b o
kabul edil meginden °R Terine Tetiril mel
1. 2 |l nf ormasi on howpsuzlygy ¢pjén et me

I nformasi on howpsuzl ylgtegwi agdmpifisgativ, éztkinve k b ol
me |

tenhi ki il namany mobilizl.emesiz net.
K°p guramal ar i nformasion howpsuzlygy
masl| ahat berdil er. Standart|l akdaa mak
elektrot e hni ki i K i ntf op araysh YR howpsuz]| yk k

| nformasion ul gaml ar y Rwednéormasiofi howgsuzlyke n e n
ulgamlary oblastynda % erotli flinsfiorrlneanseino nP
audit we zd@-siididaks yolassh,al andyr mal kyR t e
mysal |l ar boBluups tdaunrdlaarrtilaarr. i nf or masi on h
howpuzlyk oblastynda sylasaty ikl2ap dg¢.
guramany d°r et mek weslaryngk ffizekit hovepkuzlygy wa d a m
tehni ki howpsuzlygy dolandyr makew¢ thloiwgis
audi tini dol andyrmak Tad y2uohiefisirlenen

2-nj i tabl i sada I nfor masi on howpsuzl yk
standartlar sanalandyrlar

Tablisa2 | nf or masi on howpsuzlyk domenl er.
standartlar

Howpsuzlyk | SHG/HEIT (ISO/IEC) | IUSA (CISA) IHUSH (CISSP)
domenleri 27001
A Howpsuzlyk A IT-dol and A Howpsuzlygy
Administrativ| sy T asaty dolandyrmak
usullary
A Howpsuzl

2Standartlakdyr mak boTun-a halikka rta(Spyalieyd, B@/IEGe Hal kar a el
]I nformasion ulgamlar(ySA, &SAy ti fisirlenen auditory

“I'nformasion howpsuzlyk ul gaml allHYySHCISBR st ynda serti fisir
*I'nformasion ulgamlaryR audi (UABA IBACAE g°zeg-iliginiR as:
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Howpsuzlyk | SHG/HEIT (ISO/IEC) IUSA (CISA) IHUSH (CISSP)
domenleri 27001
arhitekturasy we
modelleri
A Informasion AlT-dol anq(
howpsuzlygy
guramak
A Aktiwleri A Informasion A Howpsuzlygy
dolandyrmak resurslary dolandyrmak
goramak usullary
AAdam resu
howpsuzlygy
A Informasion A Biznes A Biznes
howpsuzly zZn¢ksi czne¢ksi oz
insidentlerini awarila awarilad
dolandyrmak soRky d soRky d
meT i | nan
dyrmak
A Biznes¢, z n ¢ k s| A Biznes A Biznes
dolandyrmak ezZng¢ksi czne¢ksi z
awarila awarilad
soRky d soRky d
meT i | n-an
dyrmak
ALalykl yk | A Informasion | A Hukuk,
howpsuzlyga der Re me K
g°zeg-i etika
prosesi
Fiziki A Fiziki howpsuzlyk A Fiziki
we tawe howpsuzlyk
gur KgRwy
howpsuzlygy
Tehniki AKommuni kalAUl gaml a AKriptogr
we oper i infrastrukturalal A Telekommunikas
dolandyrmak ryR T ion we
siklini howpsuzlyk
dolandyrmak | A Oper asi |
howpsuzlygy
Modul 6 Informasiont or | aTyn howpsuzlygy we kahsy dur mukyR
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Howpsuzlyk | SHG/HEIT (ISO/IEC) IUSA (CISA) IHUSH (CISSP)
domenleri 27001
AEITeterl
g°zeqg-il.i
A Informasion A IT oblastyndg A
ulgamlary satyn hyzmatlary
al mak, I K &SP oén
we ulanmak we goldamak

SHG/HEIT 2700% standart, esasan administrativ howpsuzlyk soraglaryna

seredisdsamda, adminmistabhypwbaryk walay syl a
we kanuny berjal et mek h°km¢gnde resm
soraglaryna alratyn ¢ns berilTar., Admi
we garky durmagyR -2rel erSHG/HEN 2701 edi |
howpsuzl ygk wpjgaml ar medaky, enjaml ar dal
administratiw tertipde aradan alyr maga

Tersine, IUSA’adam resdasfiaziykl ahowpsuzl yk bar

T ok, onda esasy ¢ns auditor¢nckerer ix
g°czeg-ilige berill?ar. Degi klilikde, é
°ran m°h¢gm bolup durlarl ar.

IHUSH8~ cnsi, teeslarsiakni, howps ©% | ysgear widse t led r
kompluterl er |l aly enjamlaryR i KinNni gur

nygtalar.

Prakti ki g°n¢gkmel er
1.¥z guramaRyzyR ikg?rler d¢zegmini R a
d¢kenmegi R derejesini bahal andyryR.

°/ SO, flI SO/ I EC27001:2005, o

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue detail.htm?csnumber=42103

" SeretlUAGA,fl nf or masi on ul gamlad,yR auditi &-in standartl ar
http://www.isaca.org/Template.cfm?Section=CISA_Certificatioe®blate=/TaggedPage/TaggedPageDisplay.cfm
&TPLID=16&ContentID=19566

8 Serethttp://www.isc2.org/cissp
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2.Si zi R g unfoanesoiR fioms uz | y k  bieyl ué&immala a
akyrlar? B u -a8rel eri I nf or masi on
nukdalnazaryndan klassifisirl2R.

3. ¥z anaRyzyRa T &8iziR TudduRVByRBRUuURY &
TurisdiksiTasyndaky bel Imnistiatiwgfigiki a mal a
we tehni ki obl astlarda i1 nformasion
-areleriR mysallaryny getiriR.

Gatnakyjyl ariuwluy gPonl¢nkanteylkert opar |l ar da T
Toparl ar gatnakyjyaryR g etlrilphbinerar.r t | ar yn a

¥z:,Rizi barl aR
1.1 nformasila belleki resurslardan n2h
2.N2me ¢-in informasion howpsuzlyk syl

3.1 nformasion howpsuzlygy ¢pjén et megi

howpsuzlyk problemalaryny © z me gi R dg¢r | i usul |l aryn\

4. Informasionhowpsuzl ygyR her ¢- oblastynykF
tehni ki) arasynda tapawutl ary g°rKk
Modul 6 Informasiont or | aTyn howpsuzlygy we kahsy durmukyR el deg

33



2.0 INFORMASION HOWP SUZL YGY e
TENDENSI hALARYk WBGYRBL ARY

Bu b°l ¢mi R meseleleri:
f Informasionh o wp s uz | y ganyhydbevpek;ar y R sy
T Bu hill. howpl ara garky dur magyl

211 nf or masi on howpsuzlygy ¢pj én et mek
ge°rn¢kl er i

Haking

Haking (komNpT ut er ul)g & nkpmury rugsata bobmmzotem k

I nformasi lamay ¢dlt pak me&a ¢(dian KkKompl wt emre
el Teterliligi al mak ¢-in hereketdir.

H¢j ¢m etmegi R maksadyna | aleynkalTyaktd-ay | ytkd |
dasy asy d°w¢p a-makrh®kminge bkl agsi fi sTic

dowe¢p a -brnua k hakeri R bilesigelijiligini
programmal ar yR w e magl umat !l ar yR rugs
Jenal atd9ygp yallgmakzapa ywWweg kd-al yl ykda ul an
mk sat bilen dP°w¢p a-mak rugsat beril me
websaltlaryR iklemegindne gokul ykmak bil e

SoRky wagtl ar dew¢p a-mak kiberterror w
bakl anyl dy, bui nmid¢llip |hiowposwpzllyy kd °¢r ed | 2

Amerikan-Hy t aT torl alyn urxky
PoizonBoxAmer i kan haker topatrdyenbihre malky’R dHb

websaltlaryna zeper T-rejtii r Bomjk dpeelingedn 2 | e n_
topar gé¢né¢ R dowamyndkal 24 alHyltaa ls ewe lzs aHl

° Suresh Ramasubramanian, Salman Anseff u a t a i IfResmned Wahrhagy délandyrmak
Spam,Kiberiera | at - y &Tyekl ewkéeDannly Butt (edaktor), Internedi dolandyrmaldsilah uwak okean
perspektiwalary (Bangkok: UNDRAPDIP, 2005), 95, http://www.apdip.net/projects/igov/IGIDSeriesiGov-

Ch5.pdf
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gwamal arynyR saltlaryna hamala h¢jem e

haker !l er Mi | | i goranykyR Al t-de2Q0odnji Tor | &
Tyl yRjy &flinden 4nj i malyna -enl. bir hepd
websaltlaryna, kol sanda Ameri kanyR d°
etdiler. H¢j ¢ mledrl e bol dul ar , onda Pentagon
howpsuzlyk statusyny normi#lFO-CON NORMALT agdal dan Tokar |
howp INFO-CON ALPHA T agdaTl y ngaldyrdye i200dn j i  T-mjil yR 1
malyna -enli T-mnyRafFadgrald de&mRew blTuros
goramagyR Mi || i mer keziikan Hyht?akl¢ méiak e ir
kompanilalarynyR saltlaryny zalalalandy

Tor |l alrwkdan soRra ABk =elektron howpl a

Ameri kan d°wl et guramal aryna uly zyl e
hemd e soRr a i nformasi on howpsuzl ygyR
guramal arynyR i-inde karfiomenashiolners ykials e
goragy g¢l-lendirdiler.

¢ eKme:
AttritHphabrpil:@makiabaxamuwl |l gi -1iko (:

http://attrition.org/security/commentaryfus-war.html

Hyzmat bermekden T ¢z donder me

Hyzmat dan thek &< inn éObS-jDenialokservice) kanuny
ul anyjyl ar a hyzmatl ary ul anmaga p2sgel

jenalat-y -cnmkyaglavumatilaara rugsat beril n
he¢ejem edi@anler tory maglumatl aryRauly g
bil kenst paloyes!| er | dol andgr maagrylRR bd arkd
birikdiril mesi Talywa Tl ettekrlleinkd i hioll ena d yr k
edenl erinde boda pt greu R 2fri.zi kiOl akorhmone
Tala ge-irikde magl wkmdtrll@my,n «nalgl emad]
bilerler™

YAnhOYSIM@dul 3: kiberjenalatol,ar we howpsuzlyk soraglary
http://www.unescap.org/icstd/POLICY/publications/internsefor-businessdevelopment/moduteBurces.asp )
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EstonilTanyR garkysyna kiberterror

2007n j i TyljyR maTynda EstonilamRyRheRal tna
Tadyg?2rligini K2heri R merkezinden har
gar kKkysyna kihleerdtedrnkorhysR ¢damr mk o me teietr @i |,
DoSh¢j ¢ml erden durdy. Prezi dent reziden
der | do wl et edaral arynyR, dol andyryj\
kompTuter torl ary we silar] Hatda sinysiz torchera me s
h¢j) ¢me sezewar edil di

Estonila soRr a p2liTamanl aryR°wlertl ecx
edarasydygyny anykladff mma Russi T anyR h°k¢meti gen

berterroristl eriERt ohngjlamibni nifaolr
yk oblastynda degi k1 i awaril a ¢
reagirlem2ge ukyply bol mady.

Ha --a a K i
howpsuzl
dessine

¢ e Kime
Beatrix Tothfi Es t o ni-H ¢aj ¢kmlbeerri R (HWW-EERT,i2008)st ynda o
http://www.cert.hu/dmdocuments/Estonia_attack2.pdf

Zylan Tetiriji kod
Zylan Tetiriiji kod Terine Tetiril me
programmal ara degi kI 1 . Wi rusl ar, Agur -

gerndwllarpi durlTarl ar .

KompTuter kwimpdsy er pr-dagprogranmme skydy Bolap
durl ar, o | °©z¢é¢ni bell eki progr adama, K
resmnamasyna nusgal ap ge-irmek l ol vy b i

magl umatl ar.yny =zal al al ar

AGur - ukdzengaltalap d°redli2n wirus bol
o1t gle meemma ikeRRir Tatda Terlexl?ar,

awt omati ki we adat - a ul anyj a g°r ¢nme
gezeg-iliksiz Talmamagy salrgpanydR 2resurbs
h | | @chl daroghtadl ar . Bdua, gaudra-tu-kal,ar ydRi Foea
- nda bolup ge-T2ar.
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AiTrol an paltgdal ydawezlylTaansyz pr ogemmma b
hakykat dna Todt izryilja if, mesklam: Tgialih progeamnealarg d

T ¢kl emdé Uhgamy zor |l uk bil en gi r mek <
yzyqgiderligi.

Kor el a Re sdal,lntelnet lrigisn

2003nj i T yljyiR T2abnwar ynd a AiSlI ammeimusy gur - u
be¢tin Réspubkkdga boT un-a I nternede birikmel
bol dy. AGur - uko tarapyndan domen at |
zal al anmagy bilen dokuz sagatdan gowr a

Birikm2ani R bes edi | kadagtakmynant208j 0e0s i mcdRe AoBnki
dollaryny Tis?wdatder |i-nphRhlla@a?ns5 ABkIl | i ar
boldy. Slammergur - ugy t ar apynda Codrédave Nimdal e n z
gur - utkarmagyndan T etpdddienhatydranbaani Ik?i ,
adaty ulanyjylar bolupdylar.

Internetk r i zi' s Kor el hoke¢metini InternedimR
ISP) we informasion howpglyk gull ugy ny dol andytrama&plball yr
ul gamy i kl2p d¢gzm2ge mej bur gerantak we | nf

informasion howpsuzlygy bahalandyrmak ulgamlary diklenildiler, her guramada
i nformasion howpsuzl-gd& bomiunetal &P | ¢ - ed

~

Sosial ingenerila

ASosi al ingenerilTad termini k olaryf i d e n s
mani pulirlemek ¢-in ulanylTan us-ul | ar
da T°ne aldamaklyda meRzeck hem bol sa,
Tygnamh&k HKampTl ut er uik ajmmkygaksady kilenikezraplyk | i |
Tagdalynda awgldadylalrgrR. kP p¢gsinde p?2lilan
I

. zlbez dukukmalar.
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ki nghternedi R ¢sti bilen kahssygosial nfor.
ingenerilanyR mgsaRymabsagpy dmay @ayrey ke ma
akKyr m&k «kym,g Hdptepematadte i kKl erine °wrg¢l di

kwed banky -falanma sezewanddiil n

2007nj i T wywljwR Tlahwarynda Nor dehakikwge danc
edildi. He¢jeme Torite Tazylan ATrol anbd
m¢kKderi | er tarapyndan bankyR adyndan
ispam bilen g°rekodo bokuekhi prrekmdzwmdiany
T al arakingex® atly gokulan fally T¢kl2p al a
ATr oWwesydyl Bukdyrdyl ar, ol k@abihaxddorkivp s u z |

ady bilen bellidir.

Haxdoor adat -a kl awi afdrkRhgRarl,oggemui ndasy!l
Tazgysyny Terine Tetermekni-irut getk&ri
TygkyriGirRel t mesi .ki-dbouadamany¥jeplan, Negd
saltyny a-maga synanykanlarynda i keRRi
web sahypa t2zeden ugrukdyryITardyIar
i -i ne al manki Rbimi°ehng, n fl eynynigaid i@ Tr a | Ulayjylar

informasilany girizenlerinden soRra 1Ta
saltyR tehniki probl emal ary ba8dRBmna ge
jenalat -yl aR Tmekdeelran ermag! urat lharkyky
websaltynda, olaryp hasabyndan pull ary

Nordemy R m¢kderil eri Tordiare dlagkt rammn wp o -
zylana 15 alyR dowamynda segesvabeowadry eddiillld
tassyklanyl ankdeirkisihi® elmuimymditgil er|
aralygynda kwencyRkF‘BcBrOLOnydo(lABakry) de¢zdi
Tokary nee kdjeasi mal i T eatkemplainbéah agj yml e
edip biliekdiginis ubut. edT 27

¢ e K nfem Espiner k wed banky fial®ma seiewar etifili a TZDNet . co. |
(2007n j i I ynljyRIBOwary
http://news.zdnet.co.uk/security/0,1000000189,39285547,00.htm

11IF’%Iipha'shimagbupas§,word'parolweﬁshing bal yk tut mak, -eRRekl2ap tutmak s¢
2pr ogr aaeppafataguriuy , ol kompTuteriR kIaW|aturasynda kl awi
¥ Programma serikdesi, dowep a-magyR yzlaryny Tygkyrld

anti wi-deurs TPyigkyrTarl ar .
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22l nformasion howpsuzlyga® howplaryR ten

Il nf or masi on howpsuzl ygy ¢ pry howpswzlygene k d e
howplaryR tendensilalarynyR der Rewi bol
hopwsuzlyga howplaryR model |leuimiel Isier mo
cTtgel2am,wherelk®etinitged? 2 e au ds@rl Ikd racha T Il
kesgitlemek ¢-in gerekdir. |l nformasil ar
I nsi dent barada habardarl ygy gowull andy
T aa m¢ mk i n bol an howpl ary -akl amak W
tallTarl amak ¢-in amala akyrylTar.

Il nformasi on hopwsuzlyga howpl aryR ten
bolTan we howpsuzlyga howpl alarybielikdee nd e n :
ul anl an ag udreagmakllairdi r | er :

1 KGh R GERT)(http://www.cert.org/cer)/

1 Symantec
(http://www.symantec.com/business/treemp?themeid=threatrepprt

91 IBM (http://xforce.iss.ne}/

n howpsuzlyga howplar obl ast
endirl er.

—1 —h

Il nf or masi o
bel an edi |l

Héej ¢m edi k serikdeler?ni R awtomatl akdyr

HyT anat -yl ar hazirki wagtda awtomatl a
m¢ Rl er - e-s elrnmeerrl reertd e n informasilany - a
m¢emkin-ilik berTar., Torl ar dakldekan 1
kesgi tl g o wmK alkd sytkll arr ybbobhwt omatl| akdyr
bilen T¢ze Hyy laamrag b Raaalral miormaskl any nkat al
girizliagd-eirr,T-#oanlybe T 1 aki | edrae hsad tall a reltam?,n

“Bu bl ¢m ku -1 @im Srenceallwe PhillWilliardsyl nf or ma s | TanyR howpsuzl yk
modelleri (Pisburg: CERTd e r Re w , B082),k e z i
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.11.8034

5 Bu b°l¢m ku -:ek @ERE hntae rynneddyi R 6, h Kamegs Melldny upiwersiteti,
http://www.cert.org/encyc_article/tocencyc.html )
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edTl 2 rKkaebri.r instrurmain&labelélalx”hnmwmyemyl(ana
bol madyk hC,JC,mIerlF'Q blrMéselwshlynllanaWt-tyﬂna
paketl er. epacket snifféremajriklreurtil ada jbyahdenauare 1 a
paroll ary al mak, brandmauereerel TR esbRR
filtleri duruzmak ¢-in ulanylylokamak s oRr
ic-in torlagynufanyl gat |

h¢ze -ykaryl magy kyn bolan h¢gjéeém edi kK s
Hej ¢emi R kabir serikdel er | héejeéem et megi F
-ykarmagyR bar Dbolan instrumentleri ta
kazyl et yzarl amasyna degi K1 i bol madyKk

basyr ailaak olldair yd&t wrey gi zI| emePko | g -momrr fulsaemyi|
her gezek ol ar ulanylanda formasyny ¢1
ge-ir mek protokoly (HTTP) Tag | u olarynu my
kanunyt or | aTyn trafi kdeémsgteapdMaN Measerderr ma g
programmas y nd a k y gur - uk gowy MBIV sMessend#ioR u p

m¢kderiniR habarl-asyykmgpowgnamemhbhgynd:
kompTuterine wirus Tokukan ulanyjynyR
bolTun-a 2mémglaenmekz ¢-in niletlenen fall
fally aljakdyklary baradaky birinji d
mgnowen—aaly}(Krpasy)lgmehakyky ul anyjysynyl
i mitirlenlaar, “"pu howsala d°erediar.
Gowk a kl agmolryag y has -alt Tg¢gze -ykar mak
Programma °n¢gmlerinde gowkak goral anl
sany, olar baradkompT uter insidentlerine reagi-t
Merkezini R ¢ns¢ne (KGhRG/ UM, CERT/ CC)
esseden hem k°peldTlar, bruy 0 a dimi Ine@ rs t n

gal mazl ykdhk!l akyn- gflylealn &tr-y |l ar muny b
artykma-1ykl ar® Kgdlidaldandgagniarbozujyl ar
alnan ggmdesallllanyp ) dlaméml asralgaart,d a ol
gokundyl arynyR gowkak goralanloy@ynys-iuln

% Suresh Ramasubrahmaniare bakgal ar, T9%karda sitirlenildi,
Y"Munir KBlkakli aon fipo- t-iantyd&ma)mdbNeflecaukpoasmj i T-nji bpyely, 4
http://news.zdnet.co.uk/security/0,1000000189,39193674,00.htm

8 Suresh Ramasubrahmaniare bakgal ar, JTokarda sitirlenildi
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AT amada | agor &gbil okl,arseent ek admi ni str
-ykaryl Mandyl ar .
Asi mmetri ki howpuR artmagkowwehgenmi Bds

Asimmetriki howphy T anat -ynyR goranlTanyR °R¢nde
bol up durl ar . Asi mmetri ki h,owplaryF
awtomatl akdyrydimagye wiek cdhegifiglmiemgiiR bkiz2lneinl |

Usull aryR kootwgagdpwsiyl asyhylanat -yl ykI
tory d°r et mek maksady bdbehul hgpymy R
birl ekdi rkielzmeMpack e fig Yaty,T ammyds al | ar yR bi ri
oo Mpack serwerl er.i bil en Hdbheaktwl adiykl
kompTuterinde diklenilT?ar. HyT anat -y |
trafigi kelle g°rn¢kde generirlel-=2r, o]
serwerl ere t2zededaspgrhabglaredasyndlyT amll ¢ r web’
sewerl ere T¢ztutmal ary golberTary Bu zvy
MPacks er wer |l erine t2a2eden g°n¢kdirTarler

Infrastruktura larah ¢ j ¢ m et mek howpunyR artmagy

-

Infrastrukturalaah ¢ j igbu I nt ernedi R esasy komponen
he¢je¢ml eDldanr | dmternetde guramal ardeR  we
gendel i k ikl eri T erternnee tTdestni rammetkl agn- ibna gd
ynjalyksyzlyk d ° r e d.T Pfrastrekiu a he¢j ¢mi R -meejtd mleesri,
konfi densi al informaS|IanyR di skredita
hemde bolsa resurslary bell eki mesel el

~

sowmak bolup durlar.

et infrastruktur a .hg¢fijBominRet my stael rym

B
T kdyryl an kompT ut erollearri R d atkadpaanr y i & u

>~

o
o

19 Wikipedila ,N ufl g ¢ n HRVikmegdia Fonndation Inc.http:/en. W|k|ped|a org/wiki/Zero_day_attack

0 Symantec,Sy mantec I nternet Secur-njtiy Hywp R alfngyR wteigna btaetnyd e n2
TomXII(200Znj i Tyl yR13sentTabry
http://eval.symantec.com/mktginfo/enterprise/white_papers/entwhitepaper_internet security threat report xii_exec
summary 09 2007.eaus.pdf
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dol andyryjy serwero tarapyndan dol and
kmplTuterl ¢émaryMguweukiitrol dralrgmy®R tosrnt i L
Talradlarl ar.

Spam botnedi R ulanyl magy bilen baglanyi
soral madyk k°pl ¢gine degi klidir, ol ar
g°zleg ulgamlary#dpaRykblmghtat eRowé ahgR
bilnerler. 4nji surd spamyR g°wr¢gmlerini R ¢Ttger
g°rkezlar.

Spam received per day

B A T T o e S o St
All
Reference ««-«---
1000
800 -
&
o
% 600 |-
b
=
400 |-
200
[ LI —— A 1 wl ) So1c 1“..‘1...1...1 g
1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007

Year

Surat 4. SpamyR statistikasy
(¢ e k nsep:a mn at iSopra.mynRf os,d, hiip:#/spatinakioa.sfy/sta)s/

Botnede garky dur mak
Bomedi R here
bil el eki gfigC
utgakdyryl m

kedinden ezlyelkatnryl kd z ad rt amgpekt néa-l
{ ExHBsat yR, tehnol oglanyR N
agyny ulanmagy masl|l ahat ber/|

sul | ar : -dree tsipjaemaik gkhaerkuyrel meari aht d m r

u
Kdyr mal ar
egi kli sylTasy gyzyklanTan taraplary
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1T Hal kara hyzmat dakkfdryagpagwaen dian fiokrlnearsii od
gurkap allan baza

f Kiberjenalat-yl yk bar ada Wwaradekg h sy
kanun-ylygyR arasynda | alykl yk

f Kiberjenalatlara jezalary we botnet

amal a akyrmagyR -2releriniR topl umy.
Tehni ki wusull ar: botneti R i keRRir tor|
Tygnamak ¢ -wensullsrer i kdel er
T I nternet hyzmatl aryny ¢pjén edijil el
bolTun-a °Rdebaryjy tejribesi
1T Botnet torl arynyR tasirini azaltm
regi stratorlaryR °Rdebaryjy tejribes
f El ektron t el e k-randalkdii &kl aweg R opt awal der
potensialy ge¢l-1lendir mek
Sosial usullar: Interndtowpsuzlygy we gorag oldat y nd a gi R m°-b
beriji bakl angy-1I| ar
f Ulanyjyl a h-oiwps WiKITiegliT ey ¢ n et me k|l
bermek

PTFITUSPAMi nstrumept ami BT yn paket Dbolup dt

~

d¢zejil ere, dol andyryjylara, komgeani | a
el ektron po-ta y namy di kel t mekde k ©m
Il nstrumentl eri R bu topl umyamakmaksatlayr a pr
bilen Turtl aryRnyd&r aday mdyag yinnyf chrenma sniaisa a h .

H¢j ¢mleri R maksatlarynyR ¢l tgemegi

¥Rl &omplTuter we torl alynda £jzzzmldem yi°lwe
bitginlik seb2apli amala akyrylTardy dil

pul , t°hmet we welran-yl-dakh hjod miperdiur T
gerne¢kleri ylkydyeR|j gn&l agpektriniR di Re
d¢zl 2rl er.
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~

Ki berjenalat-ylyk bwasdeaemyogykdy$eem)ﬁ
' I n

sifrlell ma;lgaluma‘tolrarrraysR olna ak)kedllnaeg;yR b i

welran edial rhe)gluIUmmgdyurlbaorI | R k°p Taflr

a- magy-h¢ Dol er i, zyl an Ietirlji kody

allTarl arakyhdRy ki berjenalat-yl yk ki ber

bl egine °wrg¢gldi, bu mill.i howpsuzl yga

3nji tablisa kiberjenalat gylr&reyRam2hil |

Tablisa3.200Zznj i Tyl da ki berjenalatlardan gir
Aktiwler Bahal aryR derej es

Her mugt programnABida 30 sent, KanadadaO 2sent,

e-1n t°l egler Bel ik Britanil ad:i

Turtlarda 2 sent

Zylan Tetiriji p110002000 ABk dol |l ar
bazal alyn wersila

Zylan Tetiriji pr/lBahal anyRBRO dol
g o K ma - alarlbilere mat ondak Jdlotkqealy2r | er
Enjaml ary ul anmal0991 ABk dol |l ary

almaki 1 sagat

Enjaml ary ul anmalle0-2 ABk doll ary
almaki 2,5 sagat

Enjaml ary ul anmald ABKk dol lg@mpy biba
almaki 5 sagat

Infgrmas,bganlamak80 ABk doll ary, b
TrolanyR | ¢ze -yk

Gi Rden 1 a&lgrfaml oS Gegnde 100 ABKk dol
10,000 wirus Toku1000 ABk doll ary
Ogurl anan bank|Bahal ar 50 A Blk a k¢
maglumatlary sl tg2p bilerler

1 million t2ze TJ{Hiline baglylykda
salgylary (barlanylmadyk maglumat) |T ok ar y

¢ e k Me@nd Micro, 2007Howp | ar y R has a 2007y 41lwe - akl a
http://trendmicro.mediaroom.com/file.php/66/2007+Trend+Micro+Report FINAL.

pdf.
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2.3 Howpsuzlygy Tokarl andyr mak

Howpsuzlyga howp we h ¢jléamsliteyrnidRa tteehnndoel nose
°R¢ende tutup, ber k gowkmagk ¢metngkeiTnd-ni | K egri tr
-ele strategilany, anyk sylTasaty we

tehnol ogilalaryny ul anmagy we hemikel ik
Howpsuzlyg 'y kamill ekdri mek maksat namasy
agdalyny kesgitlemek Toly bil en bakl
maksat namasyniybu e 4 miwn d maliar g°rn¢kKind
syl asatl ar we -tbe olseldua adalaagrey-R hdeurmeugki n |
tehnologilalardyr.

Administratiw howpsuzlyk

Administratiw howpsuzl yk i nformasion
sylasatyndan we Il ol bak-ylyk I °relgeleri

formasion howpsuzligfddmasiomi aawmp sau sltylkat kgl
| i el

(g
a h -8reler ¢-1in ugry kesgitlel?@ar

I nformasi on howpsuzl ygkuroabrﬂaansthyn—oaagklyndseyl

howpsuzlylkesbmllluemdurllen Tokary derejel
administrativ we fiziki howpsuzlykme T i | nhab g y anyk -9z ¢wl
etm&k ¢-in esas bolup qgqulluk edl ar

| nformasi on howpsak | mkhlIsetl laesTait ryphi,jolRl mal
tehnologiki kesgig nen mazmundan ghiandsr Ralygadyk:s
ipjé¢n etmek balaxdyr magyRnamtijel. °'s
almalydyr.

I nformasion howpsuzlyk bol urirfoemasidno!| b a K
howpsuzlyk obl astyndaky st sgidenilengidirlera we

hol bak-ylyk To°orelgel erlieni nbfaogrinyash @lna nh o
her si ¢ -1n d¢zgenl er i anyk kesgitl emel
m° -berde hem 2hlumumy gurkap alyjy b
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tarapyndan I Kl eni |l ip de¢zeéel melidiral er
| &rilmelidirler.

Il nf or masi on howpsuzllygryiRt ebeaadarhkdlamal
i nformasi on h obgstanyna lulgnglyp Pilngt @l iy kesgit|l
bol mal ydyr |l ar . Betin denlT2de gi Rden
howpsuzlyjgR st andartl ary der Rel enden soRr
standartl aryny i k| Standatlardkhce &k b @ro wlyo lban ag
r

| aTyk gel melidirler.

f\urduF'Q i nformasion howpsuzl yk boT un- a
l°rel gellanmnunleagri kbiil en 1T alyklykda bol m:
obl asty milli we halkara kanunl aryR - 2Kk
Il nf ormasi on howpsuzlygy ipj én etmegi R

Informasionhowpsuzl yk bolTun-a strlgkedgicl &) gey

d°redi | enformasmthyorwp suzl ygy ¢pj én et mek bo

we reglamentl er Adamedri y Reliindfiorrinears.i T a

akyrilandar i -elrkinyitnfbamaamaagy ¢-in o

durTandyklary sebapli, i nformasi on hov

resurslaryny dol andyr mak i R mehegm f oal

zerurlyk T¢ze -ykTar:

1.1l nformasi on howps urikwgdkk abdogksatnamasy b i | i n
Guramal aryR informasion howpsuzlyk d
usul | ar bar, e mma bilim ber mek we
GuramanyR agzal ary I nf ormasi on F
d¢kenmel i dde | elebgaikkdiemy k1 ary bili miR
taIIarIygyR ¢St bil en al mal ydyr |l ar
gatnakyga I etmek ¢-1in der i maksatn
informasion howpsuzlyk boTun-a bilir
maksatnamalarynetijesiz bolup bilerler.

2.D¢r I -2releri R k°megi bilielnk di® wlee ie
gatnakmagy i nformasion howpsuzlyk b
Tolbak-ylyk T°relgelerini st enli ki
ahmiTeténéloediasi on howpsuzlyk ikg?2r|l
-areleriR k°megi bil en wagyz edil me
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3.Sponsor goldawyfnylngaﬂléarié?tmakasynde

howps uz |l yga d¢kegnmegi R | okary dereje
informasion howpsuzlygyg@l damak ¢-in olarda g¢l -
garamazdan, guramanyR Il okarky | ol

b a
i nformasion howpsuzlygy SPj oén et mek
0

boTun-a bak Terine 1 €lO) tarapyndan dyoldave k t
alynmalydyr.

Tehnologiki howpsuzlyk

Gur amal ar a °© z i nformasion wulgamlaryny
bermek ¢-in d¢erli tehnologilalar ixleni
we i nformasilany hg¢j ¢dmlledrddam ¢ bghoerlai maigal,

-ykar mag-ade howepns uzIl yga t2sir edl an wa l
berl 2rl er.

Howpsuzlygy ¢pjéen etmegi R bu ®¢gfensei ul g
InDepth T adla DID) model i ni R esasynda t asipamal a
d¢zel dil er, ol bagl anykykly tehnol ogil
Bu mo d e | ahl i howpl aryR garkysyna gor
howpsuzl yk peri metr.i bolT un- a goragdan
al makdan, T ¢zwee -rylkkgagatakbanmekden durl a

howpl ar p®nisuta)l 2r | er
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Defense In Depth

1 Tolerance

Detection Prevention

Dynamic / Active Defense

l Layered Protection & Graceful Degradation .

Surat5.¢ UR gor anyk
(tekme: Goranmak vyl yml ar yn@G®Rammaaks |ianhfaotryma sWalt aas
Opera i 1 2000ar Tomu s ky °liwvae igtonkK, 0. G@manmak vyl yml ar yr
maslahaty2001, 5http://www.acq.osd.mil/dsb/reports/dio.pdf

¥R¢ni al magyR tehnologilalary

¥R¢ni al magyR tehnol-cagi ludilgamy dersajke sin
girmeleden we howpl ardaemlmnolgogial alrdmar?®z Bui

1.Kriptografila, ol «ifr|iebnueki ndfiolrlnmaps ih
bakl angy- g°rn¢gkden (tekst atlandyry
tekst atlandyrylTar) g°rn¢ke °zgert
t eksti kabul et mek we ony tersine,
KriptodgrlfiiTgokundyl ary goramak ¢-in
onuR bil en baglamm(ipSey, ISSH SSL,e/RNy OWRD g i 1

K. m.) bar gda& Hads ojrinmkesalypalaraday tapypubolare b

M IETF RFC fqttp://lwww.ietf.org/rfc.htm)
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2. Bir gezeklik parollar (BGP) 1T adyndan

1T RSA laboratorilTasynyR h3zirkizamar
beri |l | 2&n (btwr/vawy.ksacom/salaps/node.asp?id=2152

- g°r ngeekik T al vy,
parol | ar di Re bir gezek ul anylyp k
[ t

Titirilmegi, parolyR tutulyp alynma:¢
seb?2pl i AieoRp Hilerler.| Hyede,8@-da bol kegmil ad vy,
par ol cTtgedi |l i pkyuyklypud sseal, d ibpu ti°lweekrg.e
BGP onlaln regimde kbaamkklhgzmatallayryh
el ektron malile tranzaksiTalary ¢-in
. Brandmauerler T Br andmauer | er demejaleril byldny g y R
kompTuter torl arynyR  aakryansyynegfa bhoe 1
regul iryredmsryizelryk zonasy bolan I nter
zonasy bolan i-erki toruR arasynda.
arasynda Ieregeeradayingaknelsyl bol an zon

iperi metr bdadudemiltiorariilairl enen zon

.Gowk ak goral anl ygy d é rGieRmeegn R u Isaemryil

gokundyl arda bolan h¢jém etmek usul
sanynyR artimagy skepbamyR gowk ak

bahal andyryl masyny periodi ki ge-ir
howpsuzlygyd a gowk ak goral anl yk hyl ana
el leterlilik almaga m¢mkin- iGowkaker |

goralanlyklar pes parollar, pgor a mma ¢ plj &InRyi K li @gri R, ko
wiruslary, skriptk o dy or n a kK ekyrdnga doyrrne@@da | ay | an

beriji progr ammal ar Desrebéw | $ e rdi°w Pepl eh
gowkak goral anllay @ alr¢ oenl ay hamkl dre Ri |

we analiti ki hyzmatl ary berT2an K o mg
Internetj emgyl et -ilik ¢-in erkin ellete
- a gladyk myhmanlar tarapyndan uwly | y p bil nerl er.

informasilTany al mak ¢-in, seret:

1 INSECURE Security Tdqhttp://sectools.org

1 FrSIRT Vulnerability Archive littp://www.frsirt.com/english

1 Secunia Vulnerability Archivehttp://secunia.coin

91 SecurityFocus Vulnerability Archive

(http://www.securityfocus.com/bjd
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ToruR gowkak goralanlygyR derRewiniR s
we serwerl er l aly torl adrnylnygyesgurddraRe
arl er

~

g dr- |

Serwerleri R gowkak goralanlygynyR derR
konfigur-egiklia,ul gamda falla rugsady be
goralanlykISaerrweddreRelRarQOWKak g oirad easnil y
toruR gowkak goralanlygyR der Rewini R s
takyk netijeleri iepjéen edlar seb?abi
gowkak goralanlyklary der Relar .

Webtorda gowkak goral andSSweg Rt deuRewshi
SQL-k ody ornakdygmoakinidallyar y Rwghh wkak gor a
Has jikmej i k mag! uma®gy K AR k| aweybR howpsuzly
tapyp bolar http://www.owasporg/index.php/Top_10 2007

h¢ze -ykarmagyR tehnologilasy

h¢ze -ykarmagyR tehnologNTaIaday m°nho gma |
ul gamlara -ozup girmegi | ¢ze -ykar mak
-ykarmagyR tehnol ogl alldray l°%z :i -ine akak

1. Antiwiruslari Ant i wi rus pr ogrzaymman Jpejtgm-iijlii
sanda gur-m&lja,rmye fi kKirug ki tl er i (ro
we bell eki zylan Tetiriiji progr ammall
Tala T ok ekomepkl wt-eérn progr anmasy bol up

2.¢o0zup girmeleri {[{¢tSha)UCcGhaUl anm owlpgaim
ul gamynda m¢mkin bolan bozul mal ary
Tala toruR d¢rli oblastlaryndan i nfogc
ge-irT2ari.rmedzud d ¢ze -ykarTan funks
der Rewini we h¢jem edlian kablanl ary

3.¢ozup girmeleri R ©°R¢niil patensianHowplary g a my
ol ar he¢j) ¢mlerde ul anyl magyndem?® g°eR k

2 Wi ki p éahtiwirus P !0, Wikimedia Foundation, Inchttp:/en.wikipedia.org/wiki/Antivirus_software

50 Do widelard y r y klyind/err | IKTTAkad @ -mii i a sy


http://www.owasp.org/index.php/Top_10_2007
http://en.wikipedia.org/wiki/Antivirus_software

ymtylTar. ¢ G¥AU torlalyn t-def itgir u@g®
admi ni stratory tarapyndan kesgitl eni
potensi al howpl ar babatynda gyssagl
¢ G¥ AU K ¢ bshigydam trafigifok r | 2 p° bi |l er .

|l ntegrasilanyR tehnologilalary

IntegrasilanyRedahyolagi Wakai R infor ma
(¢Ppjén et-naekkl agnaikn -ozup girmeler.i | ¢ ze
mehe¢egm funksilalary birlexkdirlar., | nt egr

a l

1.

.K@2rhananyR t°wekgel | iikKTB ulgamyi guchma an d
I

T ar:

o o

rhananyR howpsuzl ygyingHDd ou lagnamy ma
rzilkergd e r Taly i nformasion - hnpywpbkerzi
|l andyr T &kde @%ké qdidr gwd ith@hrdelee d

¥AU, olar yzygiderli sylasata esas
taraplarynyR °wezini dol mak ¢
i nformasion howpsuzlyk ¢-1n her

i der | amadl as a'yrylanda I nf or me
jeliligini TokarlandyrTar.

S oQ eaqQ X
®N —0 (O

=

=

)

=~

<
-

ol an howpsuzlyk tehnologtkHdral ary
nda howpsuzlyk tehnologilal al
ar ynyR | lcenusmdilairlyinggrRi kaswer ¢
ma gy Kyn bol an he¢ejp ¢m edi K S
pl akdyryl an hpjed nlae rb dHDlaurl tama
°megqi bilen dolandyrykyR net.
abul édildiet. e r

® "~ " O

y
S
y
b

-

——Q_l—ﬁ—lw
o< D O W®

X Q
S X0HT

< = ® Cg

I
I
a
Kk
ik

PPV

y

degi K1 i ahl i t°wekge||ik|eri -akl a
i nf or masi on howpsuzlygyR a k|l I n
t°wekgellikleri hemhé’n‘idel-glane(ya km
-2rel etomati kaw usul da e-megl|l @ nget
el

er
|d na
a
gor amak (-1 n ul anmak t °wekg |

|

d
na § @
i k|

%2 gearchSecurity.conit o zup gi r me go, TRchTaRyetn i al mak
http://searchsecurity.techtarget.com/sDefinition/0,,sid14 gci1032147,00.html
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ul gamy °sd¢rmek ¢-in taslamal akdyr mes

tal ap &dlramal aryRerk©pliesrii n®zIll et ir me

i nformasion howpsuzlyk bolun-a profe

bil en °z hususy KTD ulgamyny d°red|
Ol anmak ¢-in soraglar

1.1l nformasi on howpsuzl ygyR hadrsamahRoywp

gowkak goralan? N2me ¢-in?

2.Si zi R guramaRyzda informasion howps!
tehnol ogi ki -%z¢wler bar?

3.Si zi R guramaRyzda informasion howpsu
ol bak-yl yk | °r e ldg édwe bdlsapma mamyo?l ar E §d
guramaRyzyR olaryR °R¢nde gowkak go
nahil.i | al yk -dgelllddkr | &o? s aEgmaiRiyd a a Si

informasion howpsut y g y SPj oén et mek $-1n syl
l ol bak-yl yk 1°rel gedselrah at® kbreggrnidpe mi2Im
¥z:Rizi barl aR

1.Name ¢-in infuwrymsR ohowplwgprsyny R t en
der Rewi ni ge-irmek m°h¢gm bolup durl a

2. N® me agdam resurslaryny dolandyrmak informasion howpsuzlyk bilen
i kde i R m°h¢gm f alkntfoorr mmosli om chwrwipasru?z |
resurslaryny dolandyrMmakda halsy esa

3.ACUR gor anyktem dlowpislusynyR kgndiepbRI
Ol n&hild. I kKl el 2r?
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3.0 INFORMASION HOWPSUZLYGY
i PJI N ETMEK BIOhIURNR A

Bu b° megsefdleR

f1nformasion howpsuzlyk sylasaty
etjek de¢r i TurtlaryR informas
i kl erini R mysallaryny getir mek:;

f 1 nformasion howpsuzlyk syl asat
hyzmatdakl|l ygynyR 2hmiletine ser

3.1 Mi | | i I nformasion howpsuzlygy ¢pjé

~

ABlnyR informasion howpsuzlyk strategil:

200nj i T ynljyiR slelnt T abryndaky terror-ylyk
ABld a Milli hoapBPephykamemwundoredildi,
howpsuzl ygy di Re bi-de,fiel&emhbwpéahdw
garkysyna berkitmek bolup durTar. A E
ahl umumy gurkaplarl ani wé on et suneah i ghublu puskt
ul gamynyR ¢St bilen amala axkyrlar. I
bolun- a stHowpegil sgyR Mi |1 i strateg
infrastruktural aryR we esasy oblTektler
strat egide bolsy KibahieRi k1 i gi R howpsuzlygyny
Milli strategilany ©°z i-ine alTar.
Kibergi Ri kligi R howpsuzlygyny ¢ Pj en
kiberhowpsuzlygy hernde kritiki infrastukturany we resurslary  goramaga
deé¢Keni Ki kesgisttlreuTkatru.ran@lﬁ'{daveiraikrtawleri
garkysyna ki berhe¢jemleri R °R¢ni al mal
kesgitlenildiler. Ki bergi Ri kligiR ho\
strategilada kesgitlenilen b2k priorite

ZAk Tam, KibergiRikligi R howpsuzl ydWangton:kpd.: Ak Tamt mek bo
2003), http://www.whitehouse.gov/pcipb )
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T Ki bedgighRiRk howpsuzlygyny eamiji ¢h eme e R
ulgamy

T Ki bergi Ri kI i R howpsuzlygyna howpy
azaltmak boTun-a Mill:i maksat nama

f Kibergi Ri kligi R howpsuzlygyny ¢&pjéen
infor mir |l eaksamamAsyMi | | |

Ho k¢meti R kibergi Ri kligini R howpsuzl
Ki bergi Ri kIl i gi gor amak obl astynda
hyzmatdakl ygy

«Q cC ©©

)l
)l

|l nformasion howpsuzlyk bolTun-a kanunyR

2002n j i Tyldaky Kiber howps uzgdoykgnya -¢ap j-é2nr ee
baradaky Akt?* (K Hh KGSEA Cyber Security Enhancement A®)z i - i ne
milli howpsuzlyk baradey kanuny R i kiOlj ib alkagbay myr ya&RI Ta
belli komplTuter jenalatlary ¢-in kadal
TagdalilnafrodramR ai aany di | megi , ak T ¢rekec
Tagdalynda kadadan -ykmalary, bikanun

gadaganlygy, hede bol sa kahsy dur mukyR goragyn

Adatdan dakary 1 agdal |l arditnagi. i9h9Fdoema%SR 1 a
Hususy el ektron ar agHEAK) eEECRAKT Bbeatmorecd a k y
Communications Privacy Act) ar agat nakygyR el ektron |
edijilere (meselem, Interngtr o wd led er) ul anyjynyR kom
( mesel em, slesk tproont apygsta we gokundyl ar
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howpsuzlyk sylasaty bolun-a Masl ahat W

Milli Merkez (IHMM, 1 AR )T urt da I nfor masi on ho
bagl anykykly 2hli | KI ggrur gmahatr obapumpe
Ki ber howpl ar bol un- a y |l my barl agl ar 0
der Remek we reagirlemegi R netijeli we

Ki berarassalygy ¢pj Cyper€Cean€éntedl ®F adi hd Mer

hooniTanyR informasion howpsuzl YK st
Bitewilikde ul anyl T an | nf or masi on how
strathmgde2dHowpsuz haponila GGGG
Il nf or masi on howpsuzl yk obl astynl@aky E
jemgylTet-iligi R 2HNN heowpbekt ludrmindnak- i¢
d°ret mekl i ge gatnyalyma@yRoediérrurlygS'tnrc
jemgylTet-iligiR kompo-nernelleerrii n|||<R Ibdzrdnoh
we amal a akyrianoy ksrabrB e & thTi &1l .i isubl ek
kategorila: dbdlagnlyd ylke R merkezi we Te
infrastrukturalar, biznes t r ukt ur al ar vwd afriyRi kierwsah L1z
roluny we melil namal ar ynyr rkeegsag i bt dde-mawgdey
nji Tablisa)
Tablisa4.l nf or masi on howpsuzlyk bolTun-a Bir
her kategorilTanyR rollary we melil namal
Kategor.i Rollar Mel il nama
Mer kezi Informasion howpsuil¥l - emek ¢ -1
dol andyryg®°rkezijilerin
edaralary °Rdebaryjy
hod¢rl emek
Kritiki Adaml ar yR s os |Krtki infrastrukturalar
infrsatrukturalar we ykdysady iboTun- a h
hokm¢gnde hyzmémelil namasy
ber megi ¢pjén
Biznesstrukturalar |[Ba z ar y R I K i 1 Ministrlikler we

®I'nformasion howpsuzl yk |syfloasmatsyi omo Thiorwpas udd glka h ato,T un - a
(2006n j y | -gjilfewrRly), 5. http://www.nisc.go.jp/eng/pdf/natiohatrategy 001 eng.pdf
31 T

kol I1&.r d e, 3 )
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I nf or masi on h ¢agentlikler tarapynda

et mek bolT un-|lkabuledil 2 n - 27
ornakdyr mak
Fizi ki KaIT:jemgyTet—iIi Ministrlikler we

olun-ysy ©°kmg¢ |agentlikler tarapynda
habardarl ygy kabuledil 2 n - 2

-

¢ekmeMM(@O r)I nformasi on howpsuzlygy ¢pjén et me
tagallalary (2007n j i I y | y Rtp:woviv.aide.goyip)eng/

I nformasion howpsuzlyk obldaasnt ygelaiky By
prakti ki usull ar akakdakylar bolup durl

f 1 nformasi on howpsuzl yk bol un-Taatt ehn

~

bermeki h° k ¢ medi R ulanmagy ¢-1in ni I et |
d¢zmek,de huegmk mehletlelin per spekt
tehnologilal aryR ABel ik -agyrykKkynyo

°s¢s,KkKine hemalat ber mek:;
f Hal kara bil elwek dityka mahtedraekkl eydgiyRR ©° sd ¢ r

bermek T | nf or masi on howpsuzl yk bol un -
d°retmeklige we ony ¢pj gdre etamekliil gaen
| i derl i gi astynda hal kara gokantl ary
T Adam resursl arylRPiyakotsasdkgr me&karnykI| ar
ahlitaraplalyn ukyplary bol @eabolsaadam

i nformasion howpsuzlyk bolTun-a kwal i

fJenalat-yl yk b tdleen hugklurkdkar yhem we
gor amatkmelk, z boT2werei-l aKi berjenalat -yl yga
ber kit mek we degi k1l i hukude bosa z asy
ki bergi Ri kl i kde howpsuzl ygy kamil |
°sd¢r mek

Howpsuz haponi haorG®&G on howpsuzl yk b

melilnama bolup durlar. fAHowpsuz hapon

iepPjé¢n etmek bolTun-ajl5%ylagamin 2we pRDE

resminamal ary i kKlap d¢zmek bdiaun-gay sgaal-

g°rn¢ekde akakdaky Taly belan edilip bil
T Mer kezi do wl et edaral ary $, - 1N I nf
Tokarl aandyr mak
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T 1 nformasion howpsuzlygy ¢pjén et mek
gallan guramal @re gigRnl jeleenm,l i ke l¢l-e n h
l al rat mak;

T I nformasi on howpsuzlygyR esas!l aryn)
tagallalar.

Ol l anmak ¢-in soraglar

1. nformasion howpsuzlygy ¢pjén et mek
l okarda belan edilieklleri bwé em? mé& mtea
2.Bu_ b°l ¢mde Tatlanylan Turtlarda Ter
bolun-a ikleriR g°rn¢klerindendaSi zi R
Il ur dudReygziak | i bol an ¢ %de hayx bolea, ondalokar my ?
hal syl-de blary n&me (- i-cha udlaary pn®md |
lerl i kli dal?
3.2 Informasion howpsuty gy ¢pj é¢n et mek bolTun-a h
BMG-y R i nformasion ldwekudloyay-apij &

BMGyR salasyhdahogmasian jemgyletiR sora

derejed? ki BetindenT 2 dukuklylgymila (1

I nformasion jemgyleti R netijehia?fygegmak)\

i-in 1 °relagsellearsiyR weekhereketl eri R Mel.

Hereketleri R melilnamasy ikKkleri R Ku aka

1 D°wl et dolandyrykynyR edaralarynyR w
maksat!l arnyi ¢uliannnmakgla hemal at ber mekd?
T I nformasion we kommuni kasion tehnol o

-1 n zerur fundament h°%km¢gnde
T I nformasila we bilimlere elleterlil:]i
¥ nformasion jemgyletfEBabyniafbgmhgi $§ammidDS barada
http://www.itu.int/wsis/basic/about.html )
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f Potensialy ge¢l-lendirmek

1 IKT ulanylanda ynamy we howpsuzlygy berkitmek

T Amatly gurkawy d°ret mek

¢ Dur muky R 2 ¢érihde IKBnsuaenmak |

T Medenide¢dr¢glrillii k we zbol wkd iyl iylki, K dwée |
informasion mazmun

T Kep-¢likleli

f Informasion emgyT

1T Hal kar a we

n habar berik serikdeler
ti R etiki aspektl eri
ebi®tl efTin hyzmatdaxl! yk

Internedi dolandyrmals or ag |l ar y b(DF,ulGF, av §% Intermadi
ulanmagy dol andyr mak -ysPorlagmakyi bgluama
durTar. Oll JSHIEUBRD sdf ki nj i tapgyrynda
dol andyr mak bil en bagl akywey k't §yzmekr agt
doredil ingdi Ty GFR/ND&aSmj ynadol abry-dar al yg
Ganelroda gieRiriikiennji | DForumynyR esasy
ki berterrorizm, ki breyribwpsuby gy - Viayly waef o
h owp s u zroblemajafy batupdylar.

YH¥GR informasion howpsuzly&dy ¢pjen et

Ykdysady hyzmatdakl yk Wweu Pupikaldorughbbolupg ma sy

durTar, onda bazarl arynda demokratil
ykdysadyTetiniR gl obal |l akmagyalogk ©°R¢n
problemal ary we dolandyryk soraglaryny
wer al at jemgylet-iligi biYH&® Rb il Ind loir kndaes |
komplTuter we kommunikasi on adsrydmsmalyd ato
esasynda | nformasion howpsuzlyk we «kal

I k- i (I tH&DaBA'PTISE Working Party on Information Security and Privacy)
IKT-ni iRnf or masi on howpsuzlyga we kKkahsy du

der Remegi ¢pjde lettmerknedihRenk® megi bil e
ynanykmagy berkitmek bolasyamashakasud
I kKl @8p d¢gzmek ¢-in °z i1 klerini amal a ack
Bl nformasion jRamiyd egdemd kiint-lae r i R003mejTii | Tnygl dgBbryl 2

http://www.itu.int/wsis/docs/geneva/official/poa.html

3 Internadi dolandyrmak forumyhttp://www.intgovforum.org/

®¥Bu b°l¢m ku resmHk®HWASPN | aFpndpsi TanyR howpsuzlygy w
el degril mesizl| iogdo0Zzbpi uhyhy Rkmalyopar
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| HKDEHIRT i nformasi colbl hewysadaRPknj k!l dryil d a
YHKk @G I nformasion ul gaml akpréblemasyboduhany R
Direktiwalar howpsuzl ygy ¢pjéen etmek Theteni T e
g°rkezmel er i Ai nformasion ul gaml ar we
&P é¢n et med&bblsagneormashore ulgamlar we torlar ulanylanda we olar
bilenblel i kd2 ki hergikRtwe Pi kRir alignbub ar Ky F
et mdgeod hemaY¥at ¢-in -ap etdi

| nformasi on howpsuzlyk oblastyndal%Rdeb
& - 1n ge-irinljdiiIéilylhfojmasbBOOu?,IgamlaryR we
howpaiZz y gy bol al fFoerum, dhérdeb2005n | | T ynfodnasion

ulgaml aryR we torlaryR howpAauYHykApir bbbl
huwak okean ykdysady hyzmatdaxkl|l yk guran

| HK DEIRTahsy dur mukyRgielpdreogbrlie nmeelsairzyl i bol
1980n j i Tyl da fikkaabhusly edduirlmeunk y R el degr i | me
adaml ar bar ada serhetacka magl umat a k
regl ament i fylReTdd m eY¥h@ a/l d rnyfd r masusubyany d
sektorlaryndagd t adan i #yhdahatkdak bmdbeansus boklkup du

nji Tylda fkladbhudy edlidmnkyR el degriyRmesi :
syl asaty we praktikany erseagslylaanlma;sylldlhlemam
el degril mesizligini T okaallmnachady el d a g rtielhi
syl as etlyerka,ron teleke-iligi amal a akyrm
Ha zirkil WaDkEldBsy dur mukyR el degril mesi
kazyl et amal a akyrmak boTun-a hyzmatda
| k| ereil Rugudary: 1998nj i Tyl da YH¥G AKripto
syl asaty reglamentirlelan direktiwanyc
autentifikasila baradiakyolDekii aiasirTany
Ottawada kabul edildi. 2008ji we 2003nj i Tyl | ar aryaRl yaggyznad a
Turtlarynda elektron autentifikasila we
etmek ¢-in hukuk we sylasyjésdgll alray R fsy

TurtlarynyR serhetl er i ndmeakadu tneenktiirf iekdaisli

®¥YH¥G,nformasion ul ghmiwpsyRl we poobhemRsy bolTun-a Dire
et mek medenil et RaY K% @COR)Ahttp:Hveviv.oecchoegklataoecd/16/22/15582260.pdf

kol Terde, 8.
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2004nj i Tyl da ABisdmai ankit ebhswol |02@(35!hjlaé$ia0
Tylda spam bilen g°rek bolTun-a T°rite
ge-irilTansibferdll elkiin iikdenti fi kralseitliarnjyi dPo
radi olygeynhtyklkkaisdT a (RhI D, RFI-de)oglsa dat -
I nformasion howpsuzlygy we «Kahsy dur mu
bolTun-a umumy bazal alyn esasa degi k1 id

AhYWR informasion ldwgkudloy dy-apiji &kn er i

Azi-FIuawaK okean ykdysady (AhyvzhbhatC adirdPED vy Kk gL
Azi-Hlmawak okeannf$ebmasnde howpsuzlygy

i Kkl eri Telekommmaskasai balan-welknf tope
bilenamal a axkyrl ar, ol (- sany lerine | et
bol ulnemi ne Ietlrn|IR|°sk@|{n||tbblun-IeKTIerln«
howpsuzlyk we g¢ll2ap °smek bolTun-a Teri
AT ratyn hrejm, T y3rm@RPerudauLimada telekommunikasion we

I nformasion senagat boTAMYKR -ng melistrl er
ge-eninden soRr a, howpsuzl ykij kemitetg ¢ | | 2
kiberhowpsuzlyk we kberjenal at probl emadlypr vy b
maslahattk ma |l ary i ke RRi-y Re kkdiibredrih.o wp sAuhzYlHy k

bolT un- a stratengasy, ol °z i-ine el e
ynamyny ge¢l -l endir mek soraglaryny al T
birlexkdirrmekdd-2irn guwlul uagall al al ar ©°z |
boTun-a kanunlary kabul et megi -ywe Bamal
Assambl el as ¥ RgRold5u/s6Fd asyna we Kiberj e
Konwens‘iTaiTszagP@ileé‘rrjleerrléTateblygwtlaryna
kanun-ylyk boTun-a TIIT baklangyjy we
g¢l -l endirmegi R Tasl amasy t@ze kanun

BBuP | ¢m ku - ekAbYBARPECH ITn ko mmuni kasiTalar we 6 nformasi
http://www.apec.org/apéapec_groups/som_committee_on_economic/working_groups/telecommunications_and_in

formation.html
39 ~

ilnformasilany jenalat-ylykly ulanmagyR garkysyna g°r
wirtual d¢nT2ade | enyalbaotl-uypl ydkulryl ainkdlyegryinR/ ayrktrnaarg ed T 2 r

Yyl alakyk Budapektde bolup ge-di, ol kompluter wulga
bitewiligi bozTan islendik ik jenalat-yykly ik h°kmgnd

http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm
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AhYHR agzalary ki bergi Ri kI i kyckey Rh ¢gjog nalg
ul gamy h°km¢gnde Kompluter insidentleri
CERT) dur muka ornakdyrmagyR ¢steéende hem

KorelTa Respubliilagzyl @asl %nilhurktaldatery t
bolsa KGh R d°rweée mekini guramak bolun-a |
&P én edl 2r .

KOK-lary we ©°T d2Kki ul an argay lwa wiyuslatdanbgerantmk wp |
prior i t et hasape abyl Tneark,sahemi | en kK°ps
i kIl eni |l i p Interpedic howpsuzluleanmak barada, heoe simsiz

tehnologilalara we --all gkktmraknd vy gpa -t agpayt na
howpsuzlyk problematay boT un-a informasila berildl
| nf or mas-iawlnkyaly Rk ¢sti bilen informasil
ulanmagy pesthe k, a ° k& me Kk barada prosedural a
d¢zmek, de bheaemesi we ralatlary -fgowaknagy

okean ykdysady guramanyR telekommunika
t op ar(AmYMT, APECTEL) prioritet ugutary bolup gémaklaryny dowam

edl 2rl er. Howpsuzl yk probl emal ary Dbol
hokmendenji 200TYHA | T ABotnet bilen g°reck
usullary boTun-a dir<dlti wd byedchavpsREks $ y Kk Id
problemalary wek r i t i ki i nformasion infrastrukt.

EAHB-ni R i nformasion howpsuzl ygy ¢pjéen et

EAHB BMG-y R | KT soraglary bolTun-a alyp
EAHB kwel Ganreivlaaddaa , T er | eagzh § ur t loaBea hledni
sektorlaryR agzal arynyRdem@sasyogiiriPene
EAHB-y R denT2ani R O kommudakyk @a$ iy T acsy nexs ahseyme
gur kap al 1l ar . kk selRayd EAHB-R,a fj a §{n)a halkara

radi ol ygyl ykl aryR spektrini we hemr g
dol andyr maga |j eml enendi(EAHB-S,5#4 fun)dsasyt | a K C
NS i nkommasi @&asi on torl aryR we hyzmat

“Bu beol¢m ku 1 &Ud eh@kydis) ptp:dwww.ituint/net/about/index.aspx ]
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berT 8¢k sSegEAHBY¥ f 46y ) has giRkadypwysdday °s
howesl endir melgmfkndse@r lidkedRe,siduhrnuk |l y we

el Teterlmaki ghiol ulnaTar akt® me gi BAHB gueakasy, - i n

TELECOM - 2r el eri ni hlelnB hdBRDa b hy mwbampj yl yk
agentligi bolup durflar.

Ki bergi Ri kIl i kde lE,@HBgﬁu 2lspls yolbhlakS B a |l ¢
i R il k|l er i @Q%OR EAH@yRIakrlyberhowpsuzka b
maksatnamasy, hede EAHBYR Ki ber howps u(ybgrdecurity k1 T u
Gatevay) bol up durTarl ar.

| JShBBERD il kKl erCHi BReuguifParykleri R esasy

1 Kritiki informasion infrastrukturany (KIIl) goramak;

f Ki berhowpmd whblaygyredeniJetini ©°Re s¢rn

T Mi || i kadalkakdyryney ekmel er i, hal kar a
we ol aryR hukuk taldan ul anyl magyny

1 S p a may dgrmak;k

f1nsidentlere syn et mek, °R¢senden dul
potensial,y °sd¢r mek

T Mil | i - eme | eakrmyejlye rt, e j°rRidbeeb we T ol bak-vy

I nf or mas i-laa nyyk naal kk; y p
f kahsy d udegrimesigligini,enaglumatlary we ulanyjylary goramak

EAHBy R ki berhowpsuzlyk boT(GKW mformasionb al n
jemgyl et Kertlerinde ynanykyklylygy W

-%z¢wleri teklip etm?ge g°n FRHBreresab en h
bol up durl ar. GKM b2k strategiki l °r el
-2r el eama - ygluyrk strukturalary, potensi a

hyzmatdakl|l ygy. «kSkdakygimaklsart | aua al et me
de¢zel dil er

f Kiberjenalat-ylyk Dbilen g°rek bolun-
we Dbar bolan millmn-yweyk s entistilleeltiln

yl al akykly model l elin kanun-ylygy i
T Kiberjenalat-ylyk bilen g°rek obl ast
strukturalaryny we sylasaty d°ret mek
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 Progranma gokundyl ary we ul gamlederki ¢- i n

howpsuzl ygyR mini mal kriteriTlerini
kesgitlemek;

f Baklangy-laryR serhetacka utgakdyryl
I nsidentl ere syn et mek, °R¢nden dul
bazal al yn O°srteturkeku;r any d

1T Geografi ki serhetl eri hasaba al mazd
kKkahadatnamal aryny ykrar et megi SPié
i dentifikasilTanyR umumy -dedolsa genekliwer s
gur amas-tyrluyk t ur al kave tassyklantgR r e t me

I Déerli sektorlarda we 2hli Tokarda 1T e
hauny gi Reltmek ¢-1in adam we instit
ber mek maksatlary bilen global strat
T hili T ok ar dastgarrdkae zh d |ekna rogb dibdogy wea t d a K
i kKl eri R utgakdyryl magyny Tola gol
koptaraplalyn strategil a $ -1 n pot e

maslahatlary bermek.

EAHB-yR ki beud y&kwpx | T uzy milli weaahalakarga
bol an b Kl angy-1ar $-1n ul anykda Tone
g°n¢kdirol b aftdiarr , h° k¢ met | ehalkara igutaenalagy r t o
i-in @rklefezyR ¢sti bilen bernéTRPAf byma
-alyk,ygsyn et megi we °R¢nden dul dur mag

konfidensiallygy we goragy, hesie bol sa pudak!l alyn st an:
al Tarl ar .

EAHB-¥ hem -fRAHBi berhowpsuzlyk boTun-a i«

g°®zeg-ilikde sakkalade howpskizhegmgyiRR T

tehnologilTalary ©°sd¢rmek boTun-a Turt]|

akakdakyl ar ¢-in: hemalaty ¢pjen edlar

1 Kiberhowpsizygy we KIG-i épjéen enithdk sStirmtegil
me mkin-il ikl eri d°ret mek
 Kiberjenal atl ar barada degikli kanun-y]l
mehani zml eri ni d°r et mek

M Insidket | ere syn et mek, °R¢enden duldurn

d°r et mek
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 Spamave bel | ek meRzek howplara garKky
T ¥sTan wetPaeywRTarasy havpsutygyubbbatgnodd ar y R
standartl akdyr magyR aratapawutl aryny
1 KiberhowpsuzlykKIIG, kontakt maglumatl ar baza
EAHB-yR Direktiwasyny d°ret mek

f Ki berhowpsuzlygyR probl emal ary bolun
1 Sebitl el iygybdekimekat da k|

1 nfor masiabdbygkAByyRk ki ber hdo Wuszyanlyy k gol d
f Informasiona®i | im Talradyjy ikler we ol
ge°rn¢kl erini howesl endir mek

EAHB-¥-i R ki berhowpsuzl yk bil en bagl any

gf n¢ kK| fap$pamAlliancerg gur amasy bil en bil el |
ki berjenalatlar baradaky kanun-ylyk we
sebitlelin potensial iyklgel i Rebhdismmdlni b a
- in i nstrumentaek 11 er we °oF &Fr mt m
ki berhowpsuzl fyk/ kti dmaljemyal a0 une al 2-nap
Turtlar ¢-in kiberjenalat-ylyk bolun-:
serikdel ermRI tiopkiubmgr wWewpsUzd &k hadlga mlye
i-instrufentaril

SHG/HEIT-i R i nformasion howpsuzlygy ¢pjén ¢

masi on howpsuzl ygydudroil)a,ndadwrnkd aunl g
nf ormasi on howpsuzlygy dol andyr ma
masi othowepsuwrzslyar yRwekgel liklerini
k bil en, ol resurslaryR konfiden
etmek ¢-in paduedlaer den HRD& sleg a mlf
de has k°p mewdnyril yigyal eTiekibos$ dmay
a bol maHpPW hiall&kmmr a derejesinde stan
| i ki k p i6r280@lglyHDD eeldday :al ary ¢-in tal aj
we IS 17799: 20000l IS 17799:2005h °© k m¢ nd e - lapDU-g dmalad i C
akyrmak ¢-in g°zeg-iligiR esasy serikde

Dl e —y

°coc ac @ — —t—
SOT TS5 ® S

“Suresh Ramasubramani an weazdkrak easlamaspbaw, wel TV mB 6 awWenei e
prezentss i T,@280¢nj i Tyl y R http:/éwaiy.ituantl TUD/cyb/cybersecurity/docs/ibotnetmitigation

toolkit.pdf.

BITUDGokundyl ar we ki heralpo vem,dfie hiykwwhtd.int/iT dh/cyb/publicaibns/.
“ITUDGokundyl ar we ki b e rilndlikibeshavepsusiykKII® ¥1z%,2ni Re bahao ber i k ¢
ITU, http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html
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http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html

De-fakto IHDU standarty BS 7799bolupdy, ol birinji gezek Bran standartlar

instituty (BSI, BSI) tarapyndan 199%j i Tyl da i nfor masi
dol andyr maknl @riimR d&znj g | he°nkinh¢gj npd ed ¢yzRe | i p d
i Kkl enilip d¢zelen spesifikasilasyinyR Db
Tylda d@dinformasion howpsuzlygy dmil andy
Bl ¢ me cTtgedil di, toash @mpjl iar BRI smje o f dk
Bl ¢m I nformasion howpsuzlygy dol andyr
edl 2r Ko | mijn wWB&d tpdya ldfiddI@stameX ¢ -1 n t a
edl 2r we I nformasi on howpsuzl ykmak pr o s
bolTun- a bazany izneé¢ksi oz kamill exkdirr
imel il namdl akdnenbalamak theg k edi k)

1-nji Bo°l ¢B1A790stdnday a h° k me n-d i  IB@IE@ 3TC
1/SC27WG1t ehni ki komiteti R ik-i topary tar

b?2ISil7799standat da t 2 z e d(20Bd esrerfeam | ldip komment
we d¢zeddediahyh&m wersil a Sma li k alryal yR

nol abrynd#1799000°dzy .i - i ne dol andyrykyR 1
bol an 126 g°zeg-il ink is anyawlyan yt {SZA&Ideanr .s e
standart 11 administratiw g°zeg-ilik doc
gurkap alTar

1999n | y Tyl da BSAd77® esthndbdeyrR-n j2i BO | ¢ mny | H
sertifikatl akdyr mak $ -1 n stamdartl yh yIR
sentl abrynda tadedballsekieldet|8®I00lewn bi r
ISO 14001bi | en | alTyklyga getiril diaguamdt and:
ISO hal kara gtwhdar tllHDU ¢ - i huthneall yakr  esdeib
-altl akdyryl aBs7 usu | R°d@®ahmbulnetdia herde gysga
wagtyR i-inde azrak t 1Sp27o00éhakas standartyne k &
hokm¢gnde ybel |l ihgeerianled Tetirilen bell| )

bolTun-a mazmuny gokmakl| ygy wealgoakrunady!| a

Bu [IHDU-a degi k1 i K m° h ¢ m resmi namar
standartl akdyrylandygy seb?pli howpsuz
makgal asy 27000 serila belgisi astynd

ul gaml ar y n il dblanByinek ¢ier 9000a ek ol ogi ki: dol a
s e r 1400@). IS 27001bu IS 17799:200%, - i n t 2 zeden dger edi |
IHDU-y d°r et mek ¢-1 n t glhanpdeI® 13799:°200p,0ld e s a
IHDU-ny ornakdyrmak ¢-in g°zegdei |siagkilRaTeasre
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2007n j i  ISy2r082% T t gedi I-ngi .or hnHRDyr mak bol un:

i nformasi on howpsuzl ygyR t°wekgel ikl

informasion howpsuzlygyR ©°Il-eglerini W

bul aryR JTENBG27¢siehni ki komiteti tarapynd

27000 serilTada saklanylTarl ar.

7-nji surat IHDUa degtwmhdartl aryR toparyyny g°
g ¢k

sertifikatl akdyr mak bolﬁemdeasénhgatye
I

pudakl arlyina stegdaarl tHDdUr Tlod bak-yl yk oy
kabul edi |l en udageaemlaasr agmak bHDEN 1 K| er
garakyl T ar. MypsnamunhR Bmghdkear senagaty
K°hlelendirTan | HDUniTol bhkpyldyk méRr gl-d
getirip bolar.

27000
ISMS Family
MMNMW implementation
uidelines
17799

Risk
Management

(from April 2007)

Surat 7. Topar 27000 SHG/HEIT (27000 ISO/IEC)
(ANSIL, i h o | k 8HQ/HENR 37060x,IHDU, Forum Eurosec 2007,
http://www.ansil.eu/files/presurosec200-23052007.pdf

Ol l anmak ¢-in soraglar
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http://www.ansil.eu/files/pres-eurosec2007-23052007.pdf

Hal kara guramal ary tarapyndan Tolbak-y
iRgn etmek bolun-a ikl eri R halsy g°rng
| adakabuedi F 1 &r ? Ohawnwy mylhlidn!l amal

¥z:Rizi barl aR

l.hurtlarda bu b°l ¢mde g°rkezil en, I N

boTun-a amala akyrylTan -2ite&l erdlRarme
tapawut |l ar ypar@? mel er den

2. Informasion howpsuzlyge pj ¢ n et mek babatynda bu
hal kara guramal aryR prioritetl eri na
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4.0 INFORMASION HOW PSUZLYGY
' PJI N ETMEGI oETUSUL Yh

B u bel ¢mi R mesel el er | hal kar a
howpsuzlygy ¢pjén etkimegvieR tadmiirg
bel an etmek bolup durl ar .

4 .1 |l nf ormasi on howpsuzlygy SPé

Il nf or masi on howpsuzl ygy ¢ pjr mesurslarame g i R
m¢ mki n 2thdgloanmk ak goral anlyklary we, howp
biznespr osesl ere zylany minimuma &eltmek w

é-in ni T e8Bitnespir oeedi eri R czne¢ksizligin
I nformasi on howpsuzl ygyR usul yT et i
konfidensiallygyny, bitewiliginiweleT et er | i | i gi ni SPj) én etn
MunuR ¢-in t°wekgelligi R derejesini ba
oblastlary wulanylTarlar. AslyTetine

S
et meg.i R admi ni str aitaspektlem f i zgiukrik apvg alt k&
mel il nama zerurdyr.

Administratiw aspekt

Kep I HDU ¢-in administratiw aspekt proi
ISO/IEC27001st andart wul anyl Il ar.

ISO/IEC27001 | HDU bol un- a B37a90sktaarnad asrtdaan deasrats, |

bol sa Britan standartl ar I nst B$7d®y t a
standardy IHDWbhy ornakdyr mak we dol andyr mak
hemde bolsa de¢rli gur amal a wg Rowpbualygy s u z |
netijeli doindyrmaklygaulanylyp bi | i nT 2 n umu myk esstga rnt d aerl t2|
BS7799s t and anrjdiy RB°1l ¢ mi guramal arda howps.L
°Rdebaryjy tejrib2 esasl anan, howpsuzl
bel an edjRrB°l ¢m, olISO/IEC27@0lsrt kain dvaa gdtad & wr
IHDU-ny R i ki ¢bdlnang emierkilmal tal aplary we

bolTun-a ikleriR bahalandyrmalaryny tek]l
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ISO/IEC27001 st andardynda howpsuzl ygy SPj én
g°zeg-iligi R 133 obl ast yjitablsa)) we 11 dome
Tablisa5.1ISO/IEC27 001 g°zedatyi | i k obl ast

Domenler Atl andyryl yky

A5 Howpsuzlyk sylasaty

A6 Informasion howpsuzlyk ulgamyny guramak

A7 Resurslary dolandyrmak

A8 Adam resurslarynyR howpsuzl yg

A9 Fiziki howpsuzlk wekygllakk awy R howpsuzl

Al10 Kommi ni kasil al ary we operasi|

A1l El T digerbg?zeg-ilik

Al2 Il nformasion ulgamlary satyn &

Al3 | nformasion howpsuzlygyR insi

Al4 Biznespr osesl eri R ¢zne¢gksizIligini

Al5 Lal ykl yk

ISO/IEC27001standardyp r o sesi R AMeT-hkenamal-Baday r me k
D¢zedi Ko model i iR ud halnil apr, o srleostkéetr HMU -
ul anyISO/EEE27001 standartda IHDthy R bahal andyryl mag)

[ etiril mé&dilni R subutnamal ary lare s mi n ¢
sertifikatlakdyr mak maksatl ary Wdir] en hi
ahl i prosesiy kRahg&ksi BDAol andyr mak maks
galtalap durmal ydyr.
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. Plan S
Interested Interested
Parties y : Establish Parties
o=y
Do Implement and ; Maintain and Act |
1 operate the ISMS improve the ISMS ;
\ SNy
review the ISMS
Information_ Managed
security information
requirements Check
. / secunty
and expectations o

Surat8.lHDUpr osesl erine ul anyl Ticrer iMel i |

TetiiBalagcD¢zedi kKO prosesini R mode
(¢ e K MBO/EC JTC 1/SC 27)

Howpsuzl yga (¢lary édaypsuzlygaktalagabyl hasalta almak bilen
melilnamal akdyryl malygyrlaijen edhfjil ade
sargyt-ylary we -%ezk i |l enneh¢af meknlbeirlier
gatrek mal ydyr | ar . Howpsuzlyga talapl ary
esaslkanlar

T T°wekgelli k derejesini bahal andyr mak
T huridi ki ktoamltamlkary Rweker t | er i

T Guramany dol andyrmak ¢-in informasio

Gabat gel mez| infgmaRon thavpsBzygwjpj ¢ n et megi R
0

derejesini °] -emek prosesine we i nfor
ugruny kesgitl emekl i ge degi kl i dir. Ge
resur sl aryR el-dik ablastymiwk 11 ddn®rlere goyyaplargndan

dz¢el T2ar. Gabat gel mezligi R der Rewini R g
badyna, bu TerleriR hersine gezeg-iliog
Towekgel ligiR der egletsiiwli e higkeaditlemeidigetr yna k

hemde howplarR we gowk ak goral anlygyR baha
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Akti wl eri Rkesgiflemeki tboyyn i nf or masi esanr esludstk
bahal andyryl masydyr. Howpl ary baha
konfidensiall ygyna, b i waawyiklassifgillemekligeve e |
degi kIl i dir Akakda getirilen mysal,
gatnaklan hasapl amal ary g°rkezlar.
Akti w Howp GowkaT®° weKkd
Akti wl eri R | gymmaty goralanlyk
KIB|E|K|B|E|K|B|E
Aktiw ~ 1 2 3/3]1/3]1]1]8]6]5
T Akti wleriR gy mmat y + Howp + G
Towekgel |l ik
f Konfidensiallyk (K): Akt i wl eri R gymmaty ( 2) + |
goralanlyk (3) = T°wekgellik (8)
f Bitewilik (B): Aktiwleri R gymmaty (
(1)=T°wekgell ik (6)
T EIlTeterlilik (E): Aktiwleri R gymmat
(1) = T°owekgellik (5)
Gozeg-ilik obIasT‘PwetyggllegamRnaIker baha
derejesini bahal andyr magyR neteigj-ellergiinR
degi kK1 i obl astl aryny der i bahal andyry
Towekgel likler @Ynbsmlinyel ybka gd eyrl eyjkedsai o ok r i
Tol berilmelanlere b © llagynnfoenbsion resursta r . |
T ol beril melan t°wekgellik bilen ul a

oblastlary =~ SHG/HEIT (ISO/IEC) standartlaryna esaslanandyrlar, emma
guramanyR hakyky Iagdalyna baglyl ykda
netijeld] bolup durTlar.

HerT ur dSOREC27001s er t i fi kat |l akdyr mak byl un- a
tablisada Turtlar bolTun-a sertifikatlar

Tablisa6.hurt|l ar bolTun-a sertifikatlaryR sa
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haponi | a |[2863*|Niderlandlar 11 [Bol gari|2
Hindistan 433 Singapur 11 | Kanada 2
Beli k Br i {368 |Filippinler 10 | Gibraltar 2
Tal wan 202 Saud Arabystany 10 | Men adasy 2
Hyt al 174 |P2 ki st an |10 |Marokko 2
Ger mani |l a|108 |Russila F¢10 |[Oman 2
A B K 82 Fransila |9 |Katar 2
Wengrila |74 Kol umbilal|7 |hemen 2
Ko r &éspublikasy 71 Sl oweni |l a|7 |Ermenistan |1
tek Respu|66 kwesil a 7 |Bangl ad1
ltalila 54 Sl owakila|6 |Belgilall
Gonkong 38 Hor watil al|5 M¢ s ¢ r 1
Pol kK a 36 Gresil a 5 |ETran 1
Awstralil]|28 G¢norta A15 |Gazagystan |1
Awstrila [26 Bahreln 4 | Gyrgyzystan |1

I rl andi |l al|26 | ndonezil ¢4 |Liwila |1
Mal al zi 1 a|26 Kuwel t 4 | Litwa 1
| spani |l a |26 Norwegilal|4 |[LTuksen1l
Brazililal20 k rLanka 4 |Makedon|1
Meksika 20 kwelsaril ¢4 |Moldowa 1
Tailand 17 ¢il i 3 Taze Ze|l
Rumynila |16 Makao 3 | Ukraina 1
Terkile 15 Peru 3 |Urugwal|l
BAE 14 Portugal i 13 |Otnositeljem |4997
| sl andi 1 a1l Wi et nam 3 |Absol T ul 4987
Bellik: hurtlar bol unnja sleymjitdeRbiyadaky | ar y
Tagdal bolTun-a getirilTlear.,

¢ e K me : S sertifikdtMryny halkara betie almak,ih ur t | ar boTun-ao sertif
ISMS Halkara  ulanyjy topar I$MS International User  Group Lidl.
http://www.iso27001certificates.com

Fiziki aspekt

H2iki wagtda fiziki informasion howpsuzly y dol andyr magyR ~h
hal kar a uRENA42¢° (TABkky R adatdan dakary 1 a

“Adatdan dakary Tagdal IfiaFrE MAc-PI6eas Fatlet at ragenst | kkh¢j ¢
peselt mek bod pttpHwaw.iBmalgbviplanfpeevent/rms/rmsp426
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http://www.iso27001certificates.com/
http://www.fema.gov/plan/prevent/rms/rmsp426

Federal agentligi o | Ak fizi ki 1T HDU ¢-in standa
lurtl ar tarapyndan ue Rhiayjiknejik sehnetliierm¢e nde ul

FEMA 426 j all ary terror-ylyk he¢ej ¢mlerind
Torelgelerini ©°z¢gnde rs-aykllyakl atrej ¢ mBuerg ali|
jallaryR, ol ara degi kKl i i nfrastruktur a
& - 1n arhitegknerIytm;ryzmﬁ'g,llweet—|hlgln‘f6 dor e
g°n¢kdimoleadiylyk T°orelgel ereéglidifer: t apg)
FEMA 427 (KThejemlegtiyne garekiyl idurjmakl! g
tasl amal akdyr mak B, FENMIAN 428 @ D é uwo rkiisttai bky oh
Tagdalynda howpsuzadegkmalp!| éril un as | arkal
FEMA 429 @Jall aroda znieRr Ht Kivekgai dalnandy
atiTa-Iandyryzrq,,kdrherlmieTIerWebngj)EIIFiENIA43(3kuw |
(arhitekto) we FEMA 438 kuw kursy.

FEMA 426 g °-g° mfiormasionrhnowpsuzl yk bil en bagl anyk
fiziki hC,jg,m seb2pl i infromadal avey R an
bol magynyR ° R¢eni  al rda GEMA 428 yagmiinistohtyar . F
howpsuzlygyR komponemt & s éll azpli iRigugrime k ghi
etmek melTilnamasy bil en FEMA K36maldarmakb a gl a
bilen, bizneprosesl eri R ¢zn¢gksizligini SPJ én
aspekti goralyp bilner.

Tehniki aspekt

Tehni ki aspektler ¢-inUmibDY kokteri Ol a

bol un- a laskedrytrinfaikk altal y bahal andyr magyR u
standartlary ulanylyp bilnerler.

Umumy kriteri 1]l dakcdyofinuank-a serti fi kat

UK boTun-a sertifikatl akdyQlmadgriatdah elk e - i
bolan I* n¢ml eri R howpsuzlyk derejelerind?

“hokarda, 8 )

“Umu my  k http:twevw.commoncriteriaportal.org ]
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http://www.commoncriteriaportal.org/

-%zmek ¢-1n doredilipdi. Kanada, Fran:

IT°n¢nmMmiahal andyr mak ¢-1in hal kara standa
Hususarda, UK standat unksi onal talaplaryR alraty
etmegi R tal apl ar ynda |wllganoyRpdalzl ygmi R ol
talaplary °z¢nde sakl alar. UK funksi o
°z¢ni alyp barkyny Resaqiltapd¥yz! yk phael
yglan edilen -2releri R netijelidigi we
ynamhMly gy al mak ¢-in esas bolup durTarl ar
kl aslardan 136 komponent!| er deynbd ditnr-Taar |
pall anandyr|l ar . 'pjé¢n et mek! i dokuR t al

kl asdan bolan 86 komponente Db°l ¢¢nendir|
HowpsuzlygyR funksi:oWFIIBathall amldadriyeskghi RT

(BO) ¢-in howpsuzlygyR @ hinjitablisadakiBa T al ar
girizil en, howpsuzlyk funksilalarynyR

Tablisa 7. HFT klaslarynyR dg¢z¢mi

Klaslar Bel any
FAU |Howpsuzl|Barl agyR maglounmatylnar,yn
auditi wakal aryR f or mat y rdg Rolsg
der Rew, howsal a s i gjma
wagtynda der RRew gur al
funksilalar degi klidir
FCO Aragatna/l nformasilany ge-ir mekK
hemBOb2 hbitlerini R tal a
FCS | Kriptografiki ki frlelji a-ary w e
goldaw dol andyr magy ul anmagy

FDP |(Ul anyjynUl anyjynyR magl umat | a
maglumatlaryny (t al apl ary kesgitl el ar
goramak

FIA Identifisirlemek [Ygl an edi en ul any jTngviey

I
we aut enltasyklal jfynks T al ar ¢ - i it |&ed |
FMT Howpsuzlygy BOhowpsut yk funksilalaryn
dolandyrmak dol andyr magy k es hawpslizig
atributlary, HFBO maglumatlary we HFB
funksilalary
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FPR Re s mi dajUl anyjyl aryR konfi del
kanagatl andyrmak ¢-1in
bel an edi | Tar, onda
Teterlik g°zeg-il inggmk
bol an derej?2 -enl. ul g

FPT Bahalandyrma |Funksi onal tal apl ar yR

obT ekti nlolar HFBOny d¢zT 2n me han i
howpsuzlyk we dol andydeyHkBOnnzagl ma tnl g
funksilabitewiligine degi kIl
goramak

FRU Resurslary Galtadan iklem2ga slkp

ulanmak g°wr ¢ mi Taly ger ekl i
i -inde sakl alar
FTA Bahalandyrma |Ul anyj ynyR sessil askyny
obTektinfunksional talaplary k
el Teterl

FTP |(Ynanyl T aUl anyjylaryR w e HF BO

mar Krut /|]kommuni kasi on mar Kr ut |

(¢ e Kk me : Umumyl nK oirtmarsii olnert ehnol ogi TalaryR ho\

&-1n umumy unsjuil yllyelty, RCMBRODZ-09-80AY v ,

~

Howpsuzlygy P oén etmegi RUkdmposenill a
howpsuzlyga howplary we guramamaldyyk ho
howpsuzl|l yggRbobimgky T-a?grdeall eyrnidmabil8ikde st i |
seret megi tal ap edl 2r . K2 bul edi | me
kesgitl em2ge k° melkarbyeruledanydp r lbed mekl!l i g
peseltmelidirler, herde bu H | | i a hti mal | yrky RT adgedradl jyensc
azaltmalydyrla® 8-nj i t a b | e girzitbaklasldr §akalandyrlar.

Tablisa -Be kIHg ElKar yR d¢ z ¢ mi

Klaslar Belany
APE | Gorag profilini (GP) GPy R I K e ukypl yl yggeyrnny
“®Umumy kriteriT, Informasion tehng-iongidmnnigniioiwip&iuiginy g

Howpsuzlyga ynan@d9%nmayg yiR/ ItyaR aapghyrsyt y, Wer si 1 a
http://www.scribd.com/doc/2091714/NSBommonCritira-Part3 )
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bahalandyrmak

yzygiderlidigini g°r ke

de,eged e GP -dbai rbilran?2 - e &
GP paketleri esasynda gurlan bolsa, obdaGP
ulanylan G ar yR we GP pake
akyryl magy bolup durl a
ASE | Howpsuzlyk HT-y R bardygyny we
bolT un- a yzygiderlidigini g°rke
bahalandyrmak de, egede HTy b i-dra Tbha r #2 -UeaGP
(HT) paketl erine esas!| aynd i
GPlara we GP paketiei ne | al yk
gerkezlary
ADV [ObT ekt i BO barada informasila
d¢ z mek AVA kl asl arynda belan
tasl amal ali nf or Bas ibloal un- a g 0 WK
ge-ir mek we t est i m¢genn
ul anyl T ar
AGD [Admi ni st r/lBOnyR howpsuz tall ar-hyy
ul anyjynyhowpsuz dolandyr magyR
gollanmasy belan etmek zemyRmb.i | ge
bol madyk nddogry k @lan
dol andyrykynyR m¢ mKi n
ALC [hakalyck ¥n¢mi R Takalyk si k1 i
goldamak k onf i gny dotsdyriak ukybyny (KD), KD
ny gurkap al magy, z mep
howpsuzlygyny, T et
Takalyk siklini kesgi:t
allTar. BOBu kkkPas daz uj iatf
jogapk?@r-iliginde bol
ATE | Testirlemek Bu &kl asyR meysRe | 2 mmadyridd
bel an edilikine | al
tassykl amak bolup durl
SPjeén etmel?dr,
AVA |Gowkak goGowkak goralanlygy ba
bahalandyrmak BOny ikl 2&p d¢gzmek we
gowk agor al anl ygyR de¢r
gurkap alTlar
ACM |[Konf i gur ajHa --danlowpsuzlyga esaslanan funksionallg

dolandyrmak

°R¢nden
Pi-nn R  we

bahal andyryl an
apparat ser. i
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tarapyndan | @gmj xrer t i myR
howpsuz 1kl ej ékydyi gd mjey
& - 1n g°z °R¢nde t ut
kesgitlel?adr

(¢ekme: Umumy kriteriller, Il nformasi on tehn

umumy usulnyjlietl,y |2y0R0 7s e2002098®)Y vy, CCMB

UK bahalandyrma usullary

Tala birna2-e GP degi k!l i blodmuyR bh ére

1. GP-ni bahalandyrmak: GP howpsuzlyk b®dD0bowRa t :

~

kat egori¢ifadnairne Tetiri | mektoplumlaynypb agl y
bel an éeander degi kI i °negmi R -°zmekl! i
howpsuzlyk bolTun-a probl emal arGPny t a
funksional talaplary we Uy ¢ pj ¢ n laplarymg kpsdRl e Ta2 + | h e
de bolsas al |l anyl yp alnan fiunksional k o
komponentl erine esasl andyr many berl
da sarp edijileriR jemgylet:i tarapy!
doredi I T2ar.

. HT bahalandyrmak: BO-ny ik | 2 p d¢zejileriR,

bahal andyryjylaryR we -ngRBarta¢lhriylR ea
howpsutygyny bahal andyr makgalledaimerk- a -y Inal akk
bolup duwdiearmol shemT bahal andyrenagy ¢
sakl al-ay .f orHmMul i r | e mBGknygplaridymagyod u Ror i |
marketingni, satyn almaklyggy, diklemekligni, konfigurirlemekligni,
ekspluatirl emekl i gini we ul anyl magyn
alyp bilerr HT ek spl uattansalKTyag yk @bboilranga we ©°ng
talaplaryna | alyklygyny g°rkezl2n in
g .
sakl anyl Tan umumy howpsuzlyk-deal ap|l
mundan bulanky zerurlyklary kesgitl 2

Umumy kriterilTll griykrsaar teitfmekka tblaaraydm ky
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Umumy kriterilleriR sertifikaWKSEEYyny vy
CCRA, Common Criteria Recogrion ArrangementT u r t lamsynd&® UK

sertifikatlaryny ma3Bkulyllamak yguiRm rndakdadi
d¢zgenleri Terine Tetirmegi ¢Pj én et me
degi kli standart!l ara | a nyknlyerdimmgoragmall aa
profilerini R bahal andyryl malarynyR dubdhirl en
azaltmak; agzd uat YR arasynda sertifikatlary
senagaty ¢-in global bazaryR m¢mkin-ili

UKSYEY 2 4 agza Turtlar t ay Rp ylnd a rs a ngy
sertifikatlakdyr mak bol USAGAP@ettificate z i r |
Authorizing Participants, CAPb o | u p d u t2lsanysyi aertifikatlary sarp

edi i g 43SG,8GP\Ceriffitate Consuming Participapts ol up dur T ar
SAGi bahal andyrma serti Oi laatduaa Yyxn ye r° n dagmai
akyrtdagikli sertifikatlakdyryjy edar an
hemd e o | kenlen seditkat | ar y tassyklalarl ar.
talaby berip bilmeginden °R SSG h°kmgn
UKSYEY-i R agzasy SB®il mabahglahgyma sertifikatlaryny sarp
edijilerdirler. Olar |Thowpsutygyny bahalandyrmaga ukyplare T e bol up
bilmeseler hem,o | ar d a ser t/hids kywk Il axary r gblagge,ml e r

profilleriniulanmagd i t i aRl adyl an gy#3yRk!| aamgma shya rb.c
-1 n lurt Dolandyryjy Komitete hat ¢st
ccP.
italy Czech
o e |
e | e ,CAP :lj
Denmark ‘.q ‘ Finland
. KOI:EA Canada E
— Japan b 3 USA —
Greece 5 /./ ﬁ L 7 India .
_Gennany, Spain
=S A ) L
Israel L " Turkey
New Zealan —'anco
E Norwsy Netherlands _
Israel Singapore
= -=
Hungary Sweden

Surat 9. SAG we SSG.
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4. 2 |l nformasion howEgsuRl yng sad 1l amvya usu
ABMnyR standartlaryR we tehnologilalaryl
IHDFK (FISMA) esasynda ABiny R standartl aryR we te

instituty (STMI, 1 Reu )i nformasilanyR uwe amindroyR
howpsuzlygyny berkitmek maksatlary bilen federal edaralar tarapyndan ulanylyp

bilinT2an Tolba-ylyk TWnirelayge!l dgzdi . we he

Torelgeleri we standartlary axkakdakyl ar
1T Feder al i nf orf ma amialsamyn wd gaml ary k1 &
ul anyl yp bilinTan standartl ary I K|
mi ni mal talaplarynyR spesifikasiTlasy
f1nformasilTanyR we i nf orpmasyigoynny Ru |
kat egoryiniaaglyankyd ydr® r et me k :

1 Feder al hok¢e¢medi R hakimiTetini R Ter
i nformasion ulgamlar ¢-1in howpsuzly
we kesgitlemek;

1 Gowkak goralanlyk Tagdalynda howps

degelidigini we netijelidigini tassyklamak

IHDFK bi | en baglanyykkykl‘yrellcglebaEW|y feder ¢
galtadan i kI megi R standartlarynyR Tor
-apdan -y | Tarl ar . T %reir tibdrarfeypasiend i | i K
tenhol ogi 500 tvel Uomal uapgyhowpsuzl yg:
800. 16nj vy t da bu standardyR esasync

r
|
r

doredenl enryiRn dhe® kAcBiket edar al arynyR elerl

i e
kary
T al a
sur a
d
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Categorization FIPS 119. SP 800-B0

Requirement FIPS 200, SP B00-53

|

PPOA&MSs —b e
nfiguration
Plan Of Action and Milestones = Managgemer‘rt

SP 800-35/36/50/70
Risk Assessment |[— Security
SP 800-30 Plan
— C & A Process
Ongoing Monitoring  |=— SP 800-37
SP 800-55/80

Laws FISMA
Guideline SP 800-18
Surat10.Howpsuzl ygy melil namal/akdkyrkiyak p

Beli k B(BBA7Nni 1 a
¥R Tatlanylyky Taly, (BB)r iBtedmn k s Ban d am i
howpsuzlygy ¢pj ¢qurea melka rbyoR uink B&/7T9B n i d
sertifikatyny ISD2Z/00L B67799,-8q i b A180R7002 we
(BS7799,inj i )s%lamkdarda -emji swda&indadsert ilf
bolun-a prosedura g°rkezil di
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W= T ——
| 1

BS7799 BS7799
Part 1 Part 2
Code of practices Specification
for information security management for information security management systems

Surat1ll.BS7799 sertifikatlakdyr mak

h a p o nIHDUaVer(2.0denBS779% ° | ek -2: g2 0 me k)

emegi ©°sd¢rm
gponiyllaydka az2p00
btdlaeka -al kyl

|l nformasiTany galtadan i kKl
IHDU Ver 20 VR Ver2Q0 st andardy 2mn
b2ari ul anylldkayndal HZIB0MS 9 a
Mer kezi h tnforpnasedhioRvp s u z | y gy dymeak présesmima | a K
howesl endir Isenrdtiigfii ksaetbl2apkidiyr mak ¢-in be
Ha2kimiTetiR Terli edwayrRalsaagryti fghkmaialarn
ge- mek ¢-1in subsi di T lirlwagtdg IHBbWMed2i0H B R e k
administratiw asqektoiz niy-gitnael airnf or mami
tehni ki asp®htdiami-doaalk mgad ma mal ar yR k° p¢si
o | ainfgriRasionhowpsuzlygywyy ¢ pj ¢n et mek bol unmak ikl e
maksatl ary-deg-irelseam di Re sertifikat
gyzyklanTarl ar .

12nji suratda maporiritadd klaHDWlWkdyr mak ul
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Japan Information Processing
Development Corporation
(JIPDEC)

ISMS ISMS
Certification Bodies Accredition Bodies
-JPCERT
-Asia PKI Forum
The Japan Acc_:reditation Board for -Privacy Mark
Conformity Assessment

WG1 WG2
(Standard of certification (Certification scheme, Issue the certification
assessment) Operation scheme)

Suratl2.haponi l adart HDUkat |l akdyryl ma:q

KorelTa Respublikasy-d{l[HM&ISA)EC 27001 we/ T

ISO/IEC 27001 standardy BSK o r el a gur amasy taragpyndal
| ur timfamasionhowpsuzl yk bol un- KIHK KISA)I a ag
| HDU sertifi katl akdyryl malgryf oulmany lzlaari d

kommuni kasiTa mM@) stadagynda(n KM, kKl eni |
KI HA dol andyrykyR Kkombinirl enen ul ge
tehni ki/fiziki eihomems Rz I melyi | amjmarsyny a |
IHDU K1 HA sert k a ISO/MER2I00dma Kl edlegd myk d?@
I nf or masi on b

i foi

howpsuzl ygyR t ehni kda, 0
sertifikatlakdyr magyR ut zal | yagbyy chpPj kemmg, n dee
proselurasynf® kla beidi | me g i tehni ki ekngipuealt t i z a
IHDUK I HA sertifikatlakdyrmak prosesini
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Surat 13. IHDUK | HA sertlflkatIaKdyrmak
CekMBHA, 200bHDB sertifikatl akdymsedunasg gy ¢ -1 n
http://www.kisa.or.kr/index.jsp

~

Germanila (1T goragyR baza derejesi bol
BSIGer mani l a(Bgndamamy f Tr IBforroatiomstebhaik)t i n
Informasionhowpsuzlk b o1 Bederahagnt | i k bol up durfl ar,
informasionh owpsuzl yk boTun-a hyzmatl ary ho
we Germaniladaky kahsy adamlara berflar
BSI halkara ISO Guide 25[GUI25] st andar dy w EN4B0elwr o p a
standardy esasynda | T-a wenhgyRkbaizhann
ol | T obl astynda t es t| Iemek wétetiserti
tarapyndan. SektifikatlenRe 8 i h } R ri bol up du i
bazaderejedd oT un-a Sertifikat, ol °zbaKdak

Tokary dedej e3i pazhemlyn goragyR bakl an

Ondan -da,gwgagyR dida zlao Tduerr -eg (Basetjine Iprbtectiom a
manual, BPM) we BSI:100X standarg R y apga gol |l anma gokm
de¢zel di, Ol ar y R maB&Ini00o1 ySMS standardynyn@PMa | | ar
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